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The spoofing detection technique presented uses the known baseline separation between GNSS antennas as the truth
reference and compares it to calculated antenna baseline separation. The technique is based on the fact that the
observed satellite time delay (phase information) is different at each antenna whereas a single antenna spoofer will
provide exactly the same phase information at each antenna but slightly time delayed. When satellite data is used, the
calculated antenna separation is a close match to the known baseline separation; when spoofer data is used, the
calculated antennas separation collapses to zero. This technique is based on a known antenna separation and this
known separation allows the computation of thresholds for false spoofing and missed spoofing. The consequence is that
spocfing detection performance can be reliably gquantified. Further, the desired spoofing performance will in-turn specify
the minimum antenna baseline separation. The antenna separation can be calculated using either the pseudorange for a
code phase solution or the carrier phase for RealTime-Kinematic (RTK) solution. Any off-the-shelf receiver-antenna can
be used provided that it produces the data that enables the computation of a baseline solution. For the same spocfing
detection performance, RTK allows for much shorter antenna baselines than a code phase solution. This spoofing
detection technique does not require any specialized hardware, a pair off-the-shelf receiver-antenna is adequate. The
experiment used a pair of NovAtel receiver-antennas with an off-the-shelf RTK software. The RTK software did not edit,
screen or select “the most favorable data”, all data were used from every sample instant as it were used in-flight. The
spoofer was a GNSS signal repeater; however, this technique applies equally to a highly sophisticated spoofer. A truck
was used to simulate an aircraft. The baseline solution separation (no spoofing) and baseline collapse (spoofing)
performance correlates with theory.
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To eliminate the impact of the spoofing signal on a GNSS receiver, it is necessary to correctly
identify the spoofing signal from the authentic signal. However, this is difficult as the two signals
take after each other with almost the same charactenstics. To improve the spoofing identification
capability of the receiver, we propose a two-stage anti-spoofing processing method: The
parameters of the two signals are estimated by maximum-likelihood estimation (MLE) at the
base-band signal processing level, and the corresponding pseudo-ranges are grouped according
to their relative amplitude relationship orfand code-carrier Doppler frequency coherence (CCDC)
relationship. The grouping result is then confirmed or corrected by calculating the residual of the
least-square estimation (including the pseudo-range residuals or carrier Doppler residuals) of the
navigation solution derived from each group of signal components. If the grouping result is
proven fo be self-consistent, the group of the spoofing signals is identified using the residual of
the LSE integrating pseudo-ranges from 1 or 2 low earth orbits (LEQO)that are not attacked by the
spoofer. Otherwise, regrouping is performed by trial-and-error method until the residuals are
small enough. Once spocfing signals are identified after incorporating the LEO pseudo-ranges,
the tracking loops are forced to lock on the authentic sides. The performance of the proposed
method is tested by simulation, and the results verify the effectiveness of the proposed method
for anti-spoofing signal processing. The receiver can keep reporting correct position, velocity, and
timing (PVT) information in the case of success, complete failure, and partial failure of spoofing
pull-off.
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GNSS receivers are vulnerable to spoofing attacks, where false satellite signals are transmitted
to trick the receiver to provide false position and/or time estimates. Novel algorithms are
proposed for spoofing mitigation by exchanging double differences of pseudorange, or carrier
phase, measurements between multiple GNSS receivers. In scenarios where the spoofing
system utilizes a single transmit antenna, the pseudorange, and carrier phase, measurements
that are associated with the spoofing signal can be detected and removed. Simulated meaconing
attacks generated with a Spirent hardware simulator and measurements obtained with a modified
version of GNSS5-5DR are used to evaluate the proposed algorithms. Spoofing mitigation using
pseudorange measurements is possible, for receivers that are separated at least five meters
apart. With a receiver separation of 20 meters, the pseudorange double difference algorithm is
able to correctly authenticate at least six of seven pseudoranges within 30 seconds. The cammer
phase approach enables mitigation of spoofing signals at shorter receiver distances. However,
this approach requires a more accurate time synchronization between the receivers.
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The European Railways Train Management System (ERTMS) - the standard train control system largely adopted in the
waorld to ensuring the highest safety levels - foresees the adoption of GNSS localization having been recognized as one
of the Game Changer technologies to improve its competitiveness. The benefits of GNSS localization are in the savings
of trackside balises that today ensures the periodical calibration of the errors accumulated by the odometer. However, the
challenge is to guarantee that a virtual balise generated using the GNSS will be enough resilient to Radio Frequency
threats, namely intentional or unintentional jamming. Since these threats can significantly degrade the GNSS localization
performance up to a denial of service influencing the train operations, a proper mitigation strategy has been studied after
having evaluated the operational scenarios of the ERTMS application. Currently, no commercial anti spoofing and anti-
meaconing solution has been designed for the railway context. The solution we have developed is based on an intelligent
antenna array to improve the resiliency of the PVT (Position, Velocity and Time) estimation performed by the VBR (Virtual
Balise Reader) cleaning the signal from jamming, and to identify and exclude spoofing attacks. Since the antenna is the
vulnerable gate of GNSS signals, a pre-evaluation of the RF (Radio Frequency) signals is performed before these signals
are processed by the VBR. A comprehensive set of specific attacks, potentially harming the ERTMS under operational
scenarios, has been investigated. These attackers — having been simulated either on board or along the rail corridor — are
taken in to account to mitigate the blockage of the GNSS signal acquisition/tracking, and spoofers and meaconers
potentially undermining the correct train positioning. The proposed paper will analyze and assess the risks of GNSS
interferences on the ERTMS operational scenarios and will present a novel solution to mitigate these risks based on a
four elements phased array antenna resulting a suitable compromise when cost and performance are considered. This
approach is able to both detect and mitigate jamming generated along the rail corridor and to detect spoofing through its
DoA (Direction of Arrival) estimation. The performance of this solution have been evaluated through extensive Montecarlo
simulations to reproduce many complex different attack scenarios potentially occurring in the ERTMS operative
conditions and to stress the system in order to fully reach the ERTMS SIL-4 requirement implying a Tolerable Hazards
Rate (THR) of 10E-9h.
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One target of the EGNSS MATE project is to analyze the influence of interferences such as jamming and spoofing on
GNSS receivers and its impact on the safe localization of trains. As a basis, we use a data set collected over one year on
an SBB measurement wagon traveling through the Swiss rail network using two different Global Mavigation Satellite
System receivers. A first analysis shows that receiver-based flags of jamming and spoofing events are overly sensitive
and thus not useful for jamming and spoofing monitoring. Additionally, a heuristic decision algorithm is introduced using
the correlation of the front-end gain and the carrier-to-noise power density. The results of the data analysis will be used to
derive a set of testable requirements for future GNSS-based train localization solutions.
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Global Navigation Satellite System (GNSS) location engines on Android devices provide incredible
location and navigation utility to billions of people worldwide. However, these location engines
currently have little to no protection from accidental or intentional tampering that could block service
or even spoof the reported location. External sources of radio frequency interference (RFI) can jam
or spoof GNSS signals, and a mock location can also be provided through software alone. The
Android platform provides many native location metrics that can be used to detect and potentially
mitigate these attacks. The GNSS Alarm Android application is being developed to test and
implement various methods of spoofing/jamming detection. The application will be a standalone suite
that provides multiple flags corresponding to each method with a target to provide to the public for
testing and application pending further development. The app uses four different methods to detect
attacks: comparing the GNSS and Network locations, checking the Android mock location flag,
comparing the GNSS and System times, and observing the automatic gain control (AGC) and carrier
to noise density (C/NO) signal metrics. The limitations of each testing method are explored, and
potential improvements to the app are discussed.
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GNSS receivers are highly vulnerable to structural interference signals such as spoofing and meaconing. A spoofing
attack based on a set of synthesized GNSS signals, is an effective means of providing bogus position estimates to a
victim receiver. Several spoofing countermeasure technigues to address different attack types using single or multiple
antenna have been proposed. Both single and multiple antenna technigues focus on specific features of spoofing signals
that can separate them from the authentic ones. Multiple antenna techniques can observe spoofing signals in ways that a
single antenna cannot, and as a result they strengthen detection capabilities. Single antenna based spoofing detection
metrics are implemented in the pre-despreading or post-despreading layers of a GNSS receiver and are most effective
when both spoofing and authentic signals are present. Pre-despreading and intermediate frequency signal monitoring
metrics have been used to detect the presence of excessive amount of power in GNSS bands. These metrics rely on the
assumption that spoofing signals are more powerful than the authentic ones and that a successful spoofing attack
transmits several GNSS-like signals. Post-despreading methods are used to detect an abnormal behavior in acquisition
and tracking levels which is caused by the presence of both spoofing and authentic signals. In many practical scenarios,
a spoofer generates multiple GNSS signals and transmits them using a single antenna. As such, spoofed PRNs are
spatially correlated since they all experience the same propagation channel. This feature can be used to discriminate
them from the spatially distributed authentic signals. More specifically, the counterfeit signals sourced from a single
transmit antenna have the same spatial signature, which means that all the signals experience the same channel
variation in the spatial domain. This can be used as a metric to detect a spoofing attack. A key advantage of multiple
antenna over a single antenna spoofing detection is that it can detect a spoofing attack in the absence of authentic
signals (e.g. covered antenna case). Additionally, when both authentic and spoofed signals are present, a multiple
antenna based detection method can identify which particular PRNs are spoofed. This paper demonstrates a spoofing
detection module implemented on a dual-antenna variant of NovAtel's OEM7 generation of GNSS receivers. The
proposed architecture enables the receiver to detect a spoofing attack, as well as discriminate and classify spoofed PRNs
from the authentic ones. The detector utilizes pre-despreading and post-despreading methods using a multi-layer
detection strategy. The spatial processing detection metric uses two spatially separated antenna and is based on single
and double-difference carrier phase observations. The operation of the proposed receiver structure will be tested in a
real-world spoofing scenario. A hardware simulator is used as a spoofing generator, combined with the authentic signals
collected from two spatially separated outdoor antennas. The test results show that the proposed technigue can
successfully detect and classify the spoofing and authentic PRNs. The advantage of a dual-antenna spoofing detection
method will be compared to that of a single antenna in various spoofing attack scenarios. The detection performance of
the dual-antenna spoofing detection methodology as a function of the antenna spacing will be characterized. The mean
time to detect and probability of false detection in absence of spoofing attack will be evaluated in various GNSS operation
environments.
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It is well known that radio frequency interference (RFI) poses a threat to civil Global Navigation Satellite Systems
(GNSS). This is particularly true in case of liability critical application in which the PVT information is directly related to
legal and economic aspects. In the European Union (EU), the Smart Tachograph (ST), formerly known as Digital
Tachograph, represents a typical example of liability-critical application in the road transportation domain. The ST is a
good example of a regulated application in which GNSS plays a key role: the Position, Velocity and Timing (PVT)
information is used by the Onboard Unit (OBU) in commercial vehicles above 3.5 tons (in goods transport) and carrying
more than 9 persons including the driver (in passenger transport) in order to record the driving and resting time of drivers.
In this context, PVT information is used by law enforcers to verify the compliance to the regulation ([Fig.1]). Hence, the
risk of malicious actions aimed at tampering with the GNSS receiver or altering the PVT information, is high. A typology of
the jamming and spoofing events in road applications has been defined, in order to create a test suite with the scenarios
that are representative and of concern for the ST. The main goal of our activity is the development of a test suite aimed at
supporting the adoption of the new EU Smart Tachograph regulatory framework; this means to support GNSS receiver
manufacturers, ST manufacturers and ST integrators by sharing a reference test battery useful to assess the receiver
robustness against jamming and spoofing within a harmonized context. The need to address the specific automotive
scenario conditions and the requirements of the regulation has led to the development of an ad-hoc test suite. In
particular, the test battery aims at simulating specific automotive dynamic and environment conditions with a wide range
of jamming and spoofing events, including intentional and unintentional RF| events. In particular, 11 test cases have been
developed and include three jamming, two repeaters and six spoofing scenarios: the RFI signals are superimposed on a
baseline scenario, describing the ST trajectory and simulating nominal GPS and Galileo constellations. It is worth
mentioning that the test battery fully supports the new Galileo OSNMA service as required by the regulation. Most of test
cases last 20 minutes, while only one test case needs a longer simulation (i.e. 60 minutes). The same sampling
frequency (i.e. 10 Msps) is used for all the test cases, while the bit depth varies from 8 to 16 bits depending on the
presence of the jamming. The paper shows the laboratory set-up and the presents a detailed description of each test
case. Moreover, some relevant results observed in the GNSS receivers under test are included even though this is not
the main objective of the activity. The test campaign is still under preparation and in this phase, the main goal is to verify
the proper design and implementation of the simulated scenarios. Once it is completed, the RFI sampled files and related
detailed description will be shared among ST communities and any interested users.
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The paper focuses on the use of GNSS constellation simulators for the performance evaluation of advanced anti-
jamming and antispoofing techniques of GNSS receivers using multiple antennas in an antenna array. The use of
antenna arrays and array signal processing enables a GNSS receiver to apply extremely efficient countermeasures to
counteract radio frequency interference. This enhanced resilience to jamming and spoofing makes the multi-antenna
GNSS receivers very attractive in the context of safety-critical applications. The paper highlights the advantages of
testing such receivers in a controlled laboratory environment by utilizing the multi-antenna GNSS simulators. A fully
scalable architecture of the multi-antenna simulator based on the use of multiple simulator units is presented. The
simulator composed of 8 single RF output simulators is used together with a GNSS multi-antenna receiver prototype
(GALANT) developed by DLR in order to obtain exemplary results for beamforming, direction of arrival estimation and
spoofing detection in the corresponding signal scenarios. The obtained results are also used to highlight the merits of a
GNSS array receiver as part of promising anti-jam and anti-spoof solutions.
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In this paper, we explore the vulnerabilities and resilience of drone swarms to potential attacks,
particularly focusing on the significance of accurate position information in the successful
completion of swarm missions. We delve into the role of location spoofing attacks and assess the
robustness of centralized versus distributed swarm communication architectures against such
threats. Emphasizing the increasing adoption of distributed and decentralized algorithms, due to
their adaptability and elimination of central control, our research centers on a scenario wherein a
swarm aims for uniform distribution across a region, ensuring each drone covers equivalent
areas. Such coverage tasks are vital for various applications, including surveillance and
navigation. Using Voronoi tessellations and Lloyd relaxation, we identify possible attack vectors
these missions might encounter. To assess the swarm behavior under location manipulations, we
employ both a comprehensive framework integrating Gazebo, Ardupilot, and QGroundControl
and a Python-based simulator. Our findings illuminate the challenges inherent to ensuring robust
swarm operations and underscore avenues for future research aimed at bolstering swarm
technology’s defenses.
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The GAMBAS project (Galileo Advanced features for the Maritime domain: Breakthrough Applications for Safety and
security) is funded by the European Space Program Agency (EUSPA) under the European Union’s Horizon 2020
research and innovation program under grant agreement no 101004292 aiming at identifying the Search-and-Rescue and
Ship Security Alert System needs for maritime users (including operators and fishing stakeholders), and developing
operational concepts to answer these needs. The general objective of the GAMBAS project is to support the deployment
of Galileo exclusive features in the maritime domain, in order to improve: * safety and security at sea; « detection of illegal
activities and associated surveillance means; - resilience to natural and human-induced emergency situations; and to
develop, integrate, demonstrate, standardize and disseminate these new associated capabilities. The project aims to
demonstrate: = improvement of the SAR (Search And Rescue) and SSAS (Ship Security Alert System) detection and
response to maritime distress, through the integration of new features into the beacon for SSAS, in terms of cost
optimization, user-friendly aspects, integration of Galileo and OS NMA (Open Service Navigation Message
Authentication) reception for improved authenticated localization performance and reliability, and at sea triggering
capabilities, * optimization of the responsiveness of RCCs (Rescue Coordination Center) towards the distress situations
affecting vessels, » adaptation of the MCCs (Mission Control Center) and MEOLUT (Medium Earth Orbit Local User
Terminal) to the data distribution of SSAS alerts.

Proceedings of the 35th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS+ 2022)

September 19 - 23, 2022

Hyatt Regency Denver

Denver, Colorado

457 - 463

Delmas, Marie-Cécile, Salsac, Kevin, "Galileo Advanced Features for the Marine Domain: Breakthrough Applications for
Safety and Security,” Proceedings of the 35th International Technical Meeting of the Satellite Division of The Institute of
Navigation (ION GNSS+ 2022), Denver, Colorado, September 2022, pp. 457-463.

https://doi.org/10.33012/2022.18490

ION Members/Non-Members: 1 Download Credit
Sign In

21 / 164



BFEEICHITEAHILADEELGERE R F1IUT 1 DRHOEHRNG 7 T T—3

\ @I

I —=tII)L-FIVYR . TE D )Ly o

BE:GAMBAS ’OY 17k (Galileo Advanced features for the Maritime

domain: Breakthrough Applications for Safety and security) (&, BRNES
(EU)D Horizon 2020 % -1 /R—232- O S LD T BRINFEHEHEF (EUSPA)

[CRVEBESRHINBLEI - — (AR —F—0REFREZSD) DERKES LU
MREZERVATLADZ—AERHEL. NSDZ—XIZIGA BRIV T ERFE TS

EEBMELTLSD, GAMBAS 7OV 17 D—MRAGBHIE. U TZREITDHIC EL
MBIBICHITIHILAEREEEDEBRZEXIETSETHD: - BLEICHITD2ZEEEF1)

TAGEETADIRNEREET SERFER. BASLUAASNREIFIREICNITDEEA. C

NS DFUWEERENDRF. Hiia . i 281, Tk, 7OIVTIOBMIELLTOEY T
»3: - SARBEZKEN) & SSAS(FMHRZZEFRY AT L) DIRFE BN DXL DIE,.

SSAS AE—JVICHREE S T2 &IC&Y ., ARMNORBE(E, - — - TLURU—12
fAlm. AL AE OS NMA(A—T 2 - —ER-FTES =230 - Xwtb—IFRE8) DAk

Bl S NzO—HAS1E—I3V DN EREDR L. MMEICHEZ RIFTEHINRIC

x§9d RCC(HBIEAEEY—)DINEEDHEL. MCC(ZVvY3r-avbO—-Ib-E05—)
& MEOLUT (Fgpg0—h)b-1——-59—=F)U)D SSAS 7S5—bDT—FEEANDE
o

8% %35 [E ION GNSS+2022 EREEHrIasER
20229 A19B~23 8
NPYR =TI TIY— TN~

JO05RMFVIN—

22 / 164



Al-based GNSS Spoofing Attack Detection for Autonomous
Vehicles using Satellite Characteristics Data

Sagar Dasgupta, Mizanur Rahman, Thejesh N. Bandi

Abstract:

Published
in:

Pages:

Cite this
article:

Full
Paper:

Autonomous vehicles (AVs) will radically change the transportation landscape in the coming years.
AVs' localization and navigation systems primarily depend on the global navigation satellite systems
(GNSS). However, the lack of encryption and low signal strength make GNSS signals vulnerable to
intentional and unintentional threats. Out of all intentional threats, spoofing is a sophisticated and
detrimental type of attack in which an attacker can manipulate and override the original GNSS signal,
and an AV's GNSS receiver receives false position and tracking information — misled by the spoofer.
In this way, an AV can be incrementally directed to the wrong destination, compromising the user's
safety and security. This paper presents a novel approach for detecting GNSS spoofing attacks
where clock correction polynomial parameters, ephemeris parameters, and integrity data (CEIl) from
the visible satellites are used to detect a spoofing attack in real time. We hypothesize that the pattern
of certain CEI time series variables could change during a spoofing attack. Therefore, understanding
and learning the pattern of CEl variables will help identify anomalies in GNSS signals at any given
instance. Our approach investigates a recurrent neural network, a Long Short Term Memory (LSTM)
network, trained with authenticated GNSS signals over a duration to detect the anomaly in the
variable values due to an attack. GNSS datasets may include satellite signal data from different
satellite systems, such as GPS, Galileo, GLONASS, and BeiDou, which are used to train the Al
model. The Al-based detection model is evaluated using the GNSS spoofing attack and attack-free
datasets. The evaluation results prove the potential of our approach toward a robust solution.
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The US Position, Navigation and Time (PNT) Advisory Board has adopted a strategy of "PTA” to ensure PNT is available
for all users. The acronym stands for Protection, Toughening, and Augmentation. Elaboration can be found at (Parkinson
2022). This paper will summarize the Toughening Strategy part of the PTA and the four major technigues that a GPS
receiver system can use for this purpose: 1. Signal Processing; 2. Use of Inertial Compaonents to narrow bandwidths and
enable fly-wheeling of position; 3. Controlled Reception Pattern Antennas (CRPAS - particularly digital, multi- element
antennas), and 4. Satellite Enhancements such as multiple constellations, additional signals/frequencies, and increased
broadcast Effective |sotropic Radiated Power (EIRP). The focus of this paper is the 3rd technigue, use of CRPAS. The
utilizations of multi-element GPS CRPAs have been around since the early developments of GPS. (Henderson 1980)
(Euler 1984) (Hudak 1988) The US government continues to restrict the use of these multi-element antennas as part of
their Export Control/International Traffic in Arms Regulations (EC/ATAR). (Title 22 Part 121 US) The recent development of
high-speed, inexpensive analog to digital converters is changing the cost and availability of this toughening technigue.
Far example, the US restriction to no more than three antenna elements is not generally honored outside the US.
Internationally, existing products and companies offer 8-element and 16-element antenna array products. (Tualcom 2023)
These internationally available CRPAs are multi-frequency and multi-constellations (GPS, GLONASS, BeiDou, SBAS,
QZ58) Thus, these US EC/ATAR restrictions are effectively eliminating US civil manufacturers from competing and
offering commercial-based products for GNSS Anti-Jam (AJ) applications. More important, these restrictions are inhibiting
the applications of the GNSS AJ CRPA technologies in critical applications, such as US civil aircraft, ships, autonomous
and remotely piloted vehicle (RPV) platforms. Recent research at Ohio University has quantified the value of these
antennas to a GPS receiver for differing numbers of antenna elements. (Bartone 2011) This quantification is usually
measured as decibels of gain in the direction of the desired (D) GPS signal minus the attenuation of the null that such
antennas can present in the direction of an undesired (L) jamming source. A major purpose of the paper is to gquantify the
value of multi-element antennas in reducing the effectiveness against an array of six 100 Watt jammers. Several CRPA
configurations are considered fo illustrate the operational effectiveness in reducing the effects of jamming interference for
civil applications. For example, a 20 dB improvement in gain-to-null ratio (i.e., D/U) will reduce the jammer line-of-sight
area by 99%, while reducing the radius of effectiveness by 90%. This paper discusses several aspects of the current
EC/TAR regulations. The technigues have been well known for over 20 years, and the constraints are not being honored
elsewhere in the world. Thus, the paper will make the case for removing these, largely inhibiting, EC/ITAR restraints and
unleashing the US manufacturer's creativity in greatly reducing the GPS jamming problem for critical civil applications.
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Multi-Frequency, Multi-Constellation INS-Assisted GNSS for Improved
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The low power of global navigation satellite system (GNSS) signals and their vulnerability to disruption sources, such as
signal jamming, can cause severe degradation or interruption in GNSS position, navigation, and timing services.
However, the modernization of GPS with multi-frequency signals and the availability of signals from multi-constellation
GNSS systems such as Galileo and GLONASS increase the immunity of GNSS5-based navigation to signal jamming.
Integration of GNSS and inertial navigation systems (INS) in one navigation system can also provide better performance
than standalone systems. This paper aims to evaluate the performance of GNSS receivers under jamming conditions
when accessing GPS only and when enabling Galileo and GLONASS signals. Experiments were performed using
advanced GNSS signal simulators to generate semi-real data sets. The performance of a standalone GNSS receiver and
the integrated GNSS/INS system was evaluated under different jamming power levels. Results have shown higher
resistance to signal jamming when allowing access to multiple frequencies on GPS other than L1 only. Enabling signals
from multiple GNSS constellations further improved the receiver's anti-jamming capabilities. Integration of the GNSS
receiver's output with a navigation solution from INS increased the robustness of the system in terms of navigation under
signal jamming conditions.
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The growing dependence of critical infrastructure on Global Navigation Satellite Systems (GMNSS) as an accurate and
reliable positioning, navigation and timing (PNT) source gives rise to the importance of GNSS interference detection.
Although jamming detection capabilities are present in the current market, predominately in the form of specialised GNSS
interference detectors or GNSS receivers add-ons. These provide a limited coverage area and their implementation into
critical infrastructure operations is rather slow. Therefore, this paper focuses on the detection of GNSS interference using
widespread Automatic Dependent Surveillance-Broadcast (ADS-B) technology. The research builds upon previous work
and addresses some of its limitations by developing a discrete mathematical model for GNSS jamming detection based
on ADS-B quality parameters. To develop and validate the model, a series of experiments invalving GNSS jamming in
live-sky environments were conducted. The controlled experiments enabled close monitoring of the aircraft navigation
systems allowing for precise determination of the aircraft's jammed/unjammed status. Approximately 75% of the jamming
experiment data was used for model development and tuning, while the remaining 25% was reserved for evaluation. The
model evaluation leveraging the confusion matrix showed a positive jamming detection rate of over 99% and a false
positive jamming detection rate of under 1%. Additionally, the model was tested on ADS-B data from the Atlantic Ocean
where no GNSS jJamming is expected. Using this data set the model exhibited an under 1% false positive jamming
detection rate.
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As man-made and deliberate threats to global navigation satellite systems (GNSS) grow, it becomes increasing important
to have an ability to quickly detect, characterize and even possibly localize GNSS radio frequency interference (RFI).
Developing GNSS monitors capable of accurately and quickly detecting RFI (jamming and spoofing) require a means of
testing both the hardware capabilities and the algorithms being created. In our past work, we described and utilized a set
up to test GNSS equipment under RFI (San Miguel, et al., 2022, 2023, Chen, et al., 2023). This paper builds on that work
with the final goal to develop a baseline set of spoofing and interference test scenarios to span both common and
challenging potential threats. This allows us to assess the capabilities of our receiver/monitor and develop suitable
algorithms. This paper will discuss what is needed for the baseline set and how we can build the set. The nesded
scenarios will depend on the purpose of the GNSS receiver. Since we want the scenarios widely accessible, publicly
available sets are used when available supplemented by scenarios generated by Stanford to cover gaps. This paper
discusses how these scenarios may be generated and what should be provided to allow for proper evaluation. Finally, it
will show some simple example scenarios that we are developing to illustrate the benefits and challenges of producing
good scenarios.
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All smartphones today have a GNSS receiver on board and most smartphones also have an LTE modem. The LTE
Standard [1] regulates bandwidths, power, bands and other parameters of the LTE signal. However, there are many
different LTE bands, and some of the bands have the second harmonic of their frequency range very close to the GPS L1
band. For instance, the uplink channels of LTE Band 13 and 14 have the second harmonic of their central frequencies at
1264 MHz and 1586 MHz, respectively. Considering the maximum bandwidth of the channels, the transmitted signal may
be located just a few megahertz away from the GPS3 L1 frequency band. This close proximity creates interference
conditions (“LTE jamming™ here and below) for a GNSS receiver every time an LTE modem transmits something. The
maximum allowed transmission power is limited by 23 dBm. The LTE jamming power, which a GNSS receiver gets at its
input, is much lower than that and determined by the antenna isolation and nonlinearity of the LTE transmitter power
amplifier (PA), which creates the second harmonic of the signal. The absolute power of the LTE signal at the GNSS
receiver input port significantly depends on these factors, which are specific for any modem and hardware design, but
none of these parameters are ideal. In addition, the paper shows that, in some configurations, the LTE jammer may be
located too close to the GPS L1 band to be rejected by a SAW filter. The resulting jamming can seriously degrade the
performance of a GNSS receiver, creating position outliers and even loss of position fix. This paper shows the impact of
the second harmonic of the LTE signal on the GPS receiver performance and gives recommendations to receiver
designers to address that. The significance of this work lies in the determination of the GPS receiver SNR loss as a
function of the LTE Jamming parameters at the input. Importantly, this work also provides recommendations to GNSS3
receiver designers about selecting certain receiver design parameters. Note, however, that LTE jamming can adversely
affect constellations other than the GPS system that is studied in this work.

Proceedings of the 35th International Technical Meeting of the Satellite Division of The Institute of Navigation (10N
GNSS+ 2022)

September 19 - 23, 2022

Hyatt Regency Denver

Denver, Colorado

3915-3924

Kuznetsov, Dmitry, "Characterization of LTE Jamming and its Impact on GPS Receivers," Proceedings of the 35th
internationa! Technical Meeting of the Satellite Division of The Institute of Navigation (ION GNSS5+ 2022), Denver,
Colorado, September 2022, pp. 3915-3924.

hitps://doi.org/10.33012/2022 18574

33 / 164



LTE $hEDHFEHE GPS RIERADRE

FIR)—-OXRYAT

WEDINTDANY—hT#FVICIE GNSS ZEENEHINTHY, FEAEDANY—RTAVICIK LTE EF
LEEEHTINTVWETLLTE #4& [1]1 (X LTE E50OFEE. EA. Fik. TDMD/NSX—5—ZHFLUET,
712U LTE SICIFZHDOERDFEN DY  —BOFE T ZORKEEEDE 2 SFEEN GPS L1
HEHICERISEVWEDARHYET XX LTE NUR 13 & 14 D7y TV 0 FrRIVICIE. FNEN
1564 MHz & 1586 MHz ICHIDEIEHEDSE 2 SRENRHUET, FrRIVDRANFHREER T DL %
EESIE GPS L1 BREFENSDTNMIXATNIVIENEECAICALE T DREEMEN DY FT . CDirEIC
KYULTE ETLMMANZEIXEF T S7ZUIC. GNSS ZEHICTHIRE (LITOILTE Jv327)) MREELE
T ERAFAEEEANIE 23 dBm [CHIRINET . GNSS ZEWNANTEIETS LTE hEEHIFETNSL
VEIEBINELS EBD 2 REFRELEMTD LTE REMD/INT— 2T (PA) D7 ITH0EEIEHE
I L > TRFEVE T, GNSS ZEMAAR—NIHIFTS LTE ESOEF/EAIF. ETLP/N—RIIT7HR
SHIEBDINSDERICKESKEZELZRITN, CNSDINSTA—FEENEEBEBHNTIEHYEEA. THIC. C
D& —EBDERK Tl LTE Jv~¥—M GPS L1 FHITETET SAW T1ILY—TIEB TSRV AHEE
MENHZZEERUTVETHEREVTEUDHEICELY . GNSS ZEMD /N T+ —V I ZANKIBIZ/ ST A —
YDHANENRELU T MBEDBIENRENONDZCESZAHBYET, COR—/N—TIEX. LTE EEDE 2 SFK
M GPS ZEMONTA—IIRICKIFTHEZRL, TNICHAT D2 DHREIEZ ZERDRETEICER
HMUET COMBRDEBRMEF ANICHITSD LTE HhE/NSA—YDEKELT GPS Z{EHD SNR &%%
RETDCEICHVETT EELRDIE COMRTIF AFEDZEMERET/NTAXA—FDZIRICDNT GNSS Z
SRS EICHRBEOIRHEULTVWSZETY . £ZU.LTE JvI 0T F. CORFETHZELTLD GPS &
2T LDV RTL—03VICRBEEES A DR H D CEISEFRULTIETL,

% 35 EfVERRAEERFIEREMSZE (ION GNSS+ 2022) DFSH 2022 F
9319 ~23 H

M7y )=J10Y— TUN—

JOSRINFTIN—

SEHA:

DAXYAT REIN)—TLTE ThEDFME GPS ZEMADEE | fEMEFREEIFINSE 35 OIEKE
Fitiz=i& (ION GNSS+ 2022) M#&F=sF. JOSRIMFT/IN—,. 2022 F 9 A.3915 R—3I- 3924,
https://doi.org/10.33012/2022.18574

34 / 164



Time-Frequency Analysis of GNSS Jamming Events Detected on U.S.
Highways
Sandeep Jada, John Bowman, Mark Psiaki, Chenming Fan, Mathieu Joerger

Abstract:  In this paper, we implement jamming detectors designed for off-the-shelf GNSS receivers using publicly available data
collected at more than 200 receiver locations during an eight-month-long period. We identify spatial and temporal
patterns in the detected events to predict when and where jamming may occur. We find patterns that coincide with daily
driver commutes and weekly delivery schedules along U.S. highways. We then validate this approach by developing a
new Neyaman-Pearson locally-optimal signal power monitor using wideband radio-frequency (RF) data, and by
deploying our own equipment at the locations and times of the predicted jamming. Two example wideband data sets are
presented, which we collected in Colorado and Virginia. We analyze this data in the time-frequency domain and show
interference in the GPS L1 band caused by recurring unidentified communication broadcasts and by personal privacy
devices (PPDs).
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An RF Front-End Optimal Selection Scheme for Reconfigurable Anti-
Jamming Polarization-Sensitive Array with Application to GNSS
Yandong Sun, Jian Xie, Chuang Han, Ling Wang, Mingliang Tao

Peer Reviewed

Abstract:  Polarization-sensitive array (PSA) can sense satellite signals from multiple dimensions and separate signals from
interference according to various characteristics. Hence, the use of PSA improves the interference rejection capability of
the global navigation satellite system (GNSS). Whereas it also brings a significant increase in computational complexity
as there are more dimensions of array signal processing. Therefore, it is urgent to seek a method to employ fewer
radiofrequency (RF) front-ends and antennas while still achieving superior anti-interference performance. In this paper,
we investigate the influence of PSA configuration on interference suppression performance and propose an RF front-end
optimal selection scheme for reconfigurable anti-jamming PSA with application to GNSS. Combining adaptive array
processing algorithm and RF front-end selection strategy, we formulate the expression of the effective carrier to noise
ratio (CNR) to analyze the performance enhancement generated by PSA reconfiguration. An approach is presented to
solve the upper bound of the effective CNR to plot the trade-off curve between performance and cost, which can guide
the selection of the optimal number of RF front-ends. Then another method is used to acquire the layout of the chosen
optimal RF front-ends that can maximize the effective CNR. Numerical results illusirate the effectiveness and high
efficiency of the proposed PSA reconfiguration scheme.
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On the Impact of Jamming on Horizontal Protection Level and Integrity
Assessment for Terrestrial Localization

Syed Ali Kazim, Nourding At Tmazirte, Juliette Marais, Avag Tsaturyan

Peer Reviewed

Abstract:

Published
in:

Localization function for an advanced intelligent transport system, such as an autonomous vehicle, must ensure various
operational requirements such as safety, accuracy, availability and continuity of service, anytime, anywhere, at a
reasonable cost. Global Navigation Satellite System (GNSS) have many advantages insofar as they present the most
accessible technology to the user to determine its position with a certain accuracy without prior knowledge. However, in
an environment where signal reception may not be optimal especially due to phenomena such as satellite blockage,
multipath, intentional or unintentional interferences and spoofing, it becomes very challenging to meet all these
requirements, especially those related to operational safety. The latter is measured by evaluating the integrity of the
localization function. It can be evaluated through a Protection Level, which is calculated by the receiver to self-monitor its
integrity, also called RAIM (Receiver Autonomous Integrity Monitoring). In the literature, integrity in presence of multipath
and NLOS has been extensively investigated [1] as well interference detection and mitigation solutions [2]. However, the
impact of interference presence and mitigation on integrity monitoring is not deeply addressed yet. In this study, we
evaluate some key performance indicators (KPI's) for GNSS users. These indicators will be evaluated for three different
cases; 1) when no interference is applied and clean GNSS signals are processed. 2) In the presence of interference but
without any mitigation technigue. 3) After applying a mitigation technique at the pre-correlation level to filter the
interference signal. The mitigation technigue relies on state-of-the-art Notch filters provided by a Septentrio receiver. The
interference signals are generated in the laboratory to produce disturbances in the GNSS band. Thus, and thanks to the a
priori knowledge of the true position, it is possible to establish the Stanford diagrams for these cases. A deep analysis of
performance in the presence and absence of interferences and in the presence and absence of a mitigation technigue
allows the first conclusions to be drawn on the evolution of accuracy, availability and operational safety indicators. The
preliminary results reveal the importance of considering, from the design phase of the localization function, the possibility
of dealing with this phenomenon, in particular in the measurement weighting model to use for enhanced performance.
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Combining High Precision and Interference Resilient Positioning Using
Spatial Filtering for Real-World Jamming Scenarios

Tobias Bamberg, Michael Meurer, Andriy Konovaltsev

Abstract:

Published
in:

Pages:

Cite this
article:

The high relevance of GNSS for positioning and timing in different applications increase the risk of (intended or
unintended) radio interference (e.g., jamming or spoofing). One of the most sophisticated and efficient countermeasure
against this threat is an antenna array, which can utilize a spatial filter to mitigate malevolent signals (e.g. by placing a
spatial null in the direction of these signals). Using an antenna array together with carrier phase positioning (used for
highly accurate and precise positioning like RTK or PPP) requires extra care, because the spatial filtering manipulates the
incoming phase of the different antenna elements in order to form the interference free signal. In this paper we will
propose and compare two different approaches to mitigate interference and simultaneously maintain a consistent carrier
phase measurement. The first approach does not need any preliminary information about the antenna array (blind
approach), while the second approach explicitly requires such information (deterministic approach). These approaches
will be tested in two different real-world scenarios including a low and a high dynamic jamming scenario. The results
show that both approaches are valuable in different situations. However, the deterministic approach performs better in a
matter of accuracy and precision even with unprecise knowledge about the antenna pattern.
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Stress Testing of a Low-Cost GNSS RFI Monitor

Nicolas Roberto San Miguel, Yu-Hsuan Chen, Sherman Lo, Todd Walter, Dennis Akos

Peer Reviewed

Abstract:

Published
in:

Pages:

Cite this
article:

The Global Navigation Satellite System (GNSS) is an important tool that is vulnerable to both intentional and
unintentional radio frequency interference (RFI). This work seeks to develop a low-cost GNSS RFI monitor to detect and
classify interference in an area. We present multiple signal combination-based jamming and spoofing experiments and
provide an analysis of the results. Several simulated short duration jamming tests are applied to both L1 and L2 signals
with four types of jamming interference, including continuous wave, narrowband jamming; broadband, additive white
Gaussian noise jamming; chirp interference; and pulsed-chirp interference. A lift-off spoofing experiment combines real-
time GNSS signals using two receive-only antennas and a programmable attenuator. The signals are processed using a
low-cost u-blox FOP receiver and various power and signal quality metrics are analyzed. Specifically, the carrier-to-noise
ratio (C/NO), the automatic gain control (AGC), and spectral analyses are useful for both identifying interference and
classifying types of interference. Differences in power metric responses are observed depending on the characteristics
and waveform of the jamming interference. Analyzing the position solution in addition to power metric and signal quality
monitoring is found to be especially insightful in detecting the presented spoofing scenario. Our results characterize how
the u-blox FOP receiver measures the several types of RFI and show the advantages of monitoring multiple metrics when
monitoring for interference.
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Real-time Detection and Localization of GNSS Interference Source
Zixi Liu, Sherman Lo, Todd Walter, Juan Blanch

FPeer Reviewed

Abstract:  The growing dependence of critical and safety-of-life systems on GNSS makes the ability to rapidly detect and localize
the presence of GNSS interference events increasingly important. Ground-based GNSS jammer detection can be used to
detect local interference sources. However, this approach is limited by line of sight (LOS) and hence applying it to large
areas is costly in both time and money. A complementary technique is to use airborne GNSS receiver data as provided by
Automatic Dependent Surveillance—Broadcast (ADS-B). As these receivers are at altitude, their LOSs can cover a wide
ground area. The drawback to this method is that ADS-B was not designed for this purpose and the messages contain
limited information for the assessment of radio frequency interference (RFI). This paper develops and demonstrates an
algorithm for real-time detection and localization of GNSS interference sources using ADS-B. We implement and
demonstrate this capability using recorded ADS-B transmissions from known interference events. This paper
demonstrates detection of an interference source within few minutes of the onset of transmission and identification of the
location within small degrees of error in latitude and longitude. The algorithm does not require prior knowledge about the
interference source, it only assumes the source has omnidirectional radiation with continuous transmission. The algorithm
generates a probability map for possible locations of the RF| source. This information can then yield the most likely
information of the interference source including location and transmitted power. This paper tested the algorithm on a
recent interference event that occurred around Denver International Airport (KDEN). This incident resulted in multiple
aircraft reporting loss of transponder function and ADS-B issues within 30 NM of KDEN. The tested result showed fast
detection and identification of the interference threat.
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From ICAO GNSS Interference Mask to Jamming Protection Area For Safe
Civil Aviation Operation

Guillaume Novella, Christophe Macabiau, Axel Garcia-Pena, Anais Martineau, Pierre Ladoux, Philippe Estival, Olivier Troubet-Lacoste,
Christian Fleury, Catherine Ronfle-Nadaud

Abstract: Jamming situations taking place as part of anti-drone struggle or military exercises are a threat for civil aviation. During
these jamming operations, in order to protect civil aviation operations, segregation zones (also called protection zone in
this article) are elaborated in which GNSS ICAO minimum requirements are not guaranteed. Segregation zones refer to
the area, determined by the regulator, in which pilots are warned of a potential GNSS service failure because of the
jamming. Currently, these protection areas are deduced from the ITU standardized interference mask but it appears that
these protection areas are much larger than the observed impacted zone, highlighting thus the inefficiency of the current
method. In this article, first a clarification on the interpretation of the interference mask is proposed, in order to explain the
difference between the size of the protection zone and the impacted area. Second, a new method is proposed to
compute a new protection zone, and this method estimates the true impacted zone considering local RFI situation. The
main innovation of this new method is to take into account the situation of the jammer in terms of aeronautical
interference level in its local surroundings. The main advantage of this method is the protection area size reduction while
still guaranteeing that minimum GNSS ICAO requirements are respected.
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Evaluation of PNT Situational Awareness Algorithms and Methods

Sandeep Jada, Mark Psiaki, Sean Landerkin, Steven Langel, Arthur Scholz, Mathieu Joerger

Abstract:

Published
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This paper describes the design and evaluation of new GNSS jamming detection methods for position, navigation and
timing (PNT) situational awareness (SA). These methods are intended for implementation over large networks of GNSS
receivers. We focus on jamming threats caused by personal privacy devices (PPDs). We first derive two new jamming
detection tests to identify events of simultaneous drops in C/NO impacting all satellites in view. To limit the risk of false
alerts, we develop an automated process to model satellite-specific and receiver-station-specific C/NO measurement
variations under jamming-free conditions. These models are then incorporated in our new detectors and evaluated using
months of GPS L1 C/NO data from continuously operating reference stations (CORS). Tens to hundreds of events are
detected monthly at CORS sites located next to highways. To confirm that the detected events are caused by jamming,
we analyze CORS data over multiple days at multiple locations, and find patterns in jamming schedules. In addition, we
process ADS-B-reported aircraft receiver data during two known radio-frequency interference (RFI) events that also
impacted CORS data.
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Mitigation of Frequency-Hopped Tick Jamming Signals

Daniele Borio and Ciro Gioia

Peer Reviewed

Abstract:

Published
in:

Global Navigation Satellite System (GNSS) jamming is an evolving technology where new modulations are progressively
infroduced in order to reduce the impact of interference mitigation techniques such as Adaptive Notch Filters (ANFs). The
Standardisation of GNSS Threat reporting and Receiver testing through International Knowledge Exchange,
Experimentation and Exploitation (STRIKE3) project recently described a new class of jamming signals, called tick
signals, where a basic frequency tick is hopped over a large frequency range. In this way, discontinuities are introduced
in the instantaneous frequency of the jamming signals. These discontinuities reduce the effectiveness of ANFs, which
unable to track the jamming signal. This paper analyses the effectiveness of interference mitigation technigues with
respect to frequency-hopped tick jamming signals. ANFs and Robust Interference Mitigation (RIM) techniques are
analysed. From the analysis, it emerges that, despite the presence of frequency discontinuities, ANFs provide some
margin against tick signals. However, frequency discontinuities prevent ANFs to remove all the jamming components and
receiver operations are denied for moderate Jamming to Noise power ratio (J/N)values. RIM techniques are not affected
by the presence of frequency discontinuities and significantly higher jamming power are sustained by the receiver when
this type of techniques is adopted.
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Spoofing Threats: Reality Check, Impact and Cure

Wim De Wilde, Jan Van Hees, Gert Cuypers, Jan Dumon, Jean-Marie Sleewaegen, Bruno Bougard

Abstrach

Published
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The last decade GPS was introduced into numerous applications for tracking of persons, vehicles and goods. This came
along with the commercial availability of jamming devices. The chirp signals generated by these basic devices could
affect GPS reception in large areas. The last few years many publications described effective methods to mitigate chirp
jammers and commercial receivers became available which are resilient against this type of inferference. While jammers
simply block positioning, GPS spoofers attempt to take confrol of the positioning output, deceiving the end user. This is
accomplished by sending counterfeit GPS signals into the GPS anfenna. Spoofers can aller the fracks recorded by
vehicle monitors and break geofences, which are commonly applied to restrict the area in which devices or people can
operate. One example of this is the electronic monitoring of criminals. Spoofers also pose a nisk fo crifical infrastructure,
including power cenfrals, telecommunication networks and transportation systems, as they rely on GPS for precise timing.
Counterfeiting GPS signals is a rather complex task. It involves the generation of multiple CDMA-modulated radio signals,
which are delayed and Doppler shifted to represent the signal at the desired (arfificial) user position. Unfil just a few years
ago, GPS signal simulators were expensive devices designed for rack mounting. Hence, the use of spoofers by
individuals or criminal organisations was not a realistic threat. This changed with the advent of compact software defined
radio's (SDR). which build on the latest advancements in RF semiconductor technology. These affordable credit-card
sized radios generate fully configurable RF signals. They receive digital samples from a laptop over a high-speed USB
connection. Many SDR developments are driven by the open source community and since 2015, open source software
can be downloaded from the intermet for generating digital GPS signals. The software repository includes instructions to
uze it with the most commen SDR's and its compilation is a frivial task for anyone with some programming background.
We were able to set up the system in short time, spoofing the location reporied by cell phones. The paper will first
analyse the GPS signal preduced by a common SDR. This includes power measurements and range predictions as well
as clock stability and consistency of the imitated code and phase ranges. Subsequenily the paper describes the impact of
these well-accessible spoofers on various receiver types. We tested the spoofer on cell phones, on automotive grade
receiver modules and on several high-accuracy receivers. The PolaRx5 receiver pardicipating in the test offers a wide
variely of signal quality cutputs and a graphical user interface to display them in real fime or during post-processing. This
provides full visibility on the spoofer's behaviour. The tests cover a number of spoofing scenaries. In many vehicle
fracking and geofencing altacks, the user has access to the GPS antenna. Authentic GNSS signals can be blocked and
replaced with imitated signals. This is a first scenario in which receiver behaviour will be analysed, along with the impact
of power levels and time offsets. If the antenna cannot be accessed, the spoofing signal needs to be superimposed on
fhe genuine GMSS signal. As a firsl, crude approach, this can be achieved by simply connecting a fransmit antenna to an
SDR and overpowering the signal from space, with only coarse fime synchronization. Mote that, in principle, this attack
could be detected by cbserving an unusual antenna referenced power spectral density. Afler analysing the receiver
behaviour when affected by this basic spoofing approach, we will study a more sophisticated spoofing attack, in which the
spoofer synchronises to GPS and gradually pulls the tracking channels away from the authentic signal. Once a receiver is
fracking the spoofer signal, the transmit power could be lowered making the spoofer almoest undetectable. This attack will
be simulated using a commercial RF constellation simulator, which is capable to simulate this form of spoofing. Spoofing
rebustness of receivers depend on their ability to discriminate between an authenfic signal and a counterfeit signal. This
in furn depends on the quality of the counterfeiting. It will be pointed out that the cost and complexity of a spoofer rapidly
increases with the number of signal features it is able to simulate. Septentric receiver modules monitor many parameters,
which could be used for authenticity assessment of the signal. They have grip on multiple components of the signal
broadcasted by the satellite, clock behaviour and en signal propagation effects like multipath and ionospheric delay.
Besides, they can also detect and mitigate complementary jammers. This enables the construction of a spoofing
indication flag, which comectly reacts on any spoofing scenario of the earlier tests, including the sophisticated scenario.
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Novel Replay Attacks Against Galileo Open Service Navigation Message
Authentication

Haiyang Wang, Yuanyu Zhang, Yulong Shen, Jinxiao Zhu, Yin Chen, Xiaohong Jiang

Abstract:

Published
in:

Open Service Navigation Message Authentication (OSNMA) serves as a critical security mechanism for the Galileo global
navigation satellite system. At the core of OSNMA is a Timed Efficient Stream Loss-tolerant Authentication (TESLA)
scheme, which generates a tag for each navigation message using a secret key and later discloses the key to receivers
for authenticating the message-tag pair. Despite its great effectiveness against spoofing attacks, OSNMA's ability to resist
replay attacks is questionable since the replayed signals containing authentic messages and tags may bypass the
authentication under certain circumstances. This paper, for the first time, reveals two serious vulnerabilities of OSNMA:
time synchronization (TS) and non-continuous message authentication (NCMA). TS is a mandatory requirement that
specifies that the difference between a receiver's local reference time and the Galileo System Time (GST) extracted from
Galileo signals does not exceed a given threshold. Exploiting this vulnerability, we propose a pre-startup replay (PreRep)
attack, where Galileo signals are continuously recorded and replayed to a victim receiver before it starts up such that the
TS requirement is satisfied and the receiver is locked to the replayed signals. NCMA means that OSNMA temporarily
suspends the authentication process probably due to the reception of a broken message, tag or key, and restores the
authentication after receiving a later-disclosed valid message-tag-key pair. Based on this vulnerability, we propose a post-
startup replay (PosRep) attack, which conducts the replay attack after the victim receiver starts up such that the replayed
signals break the currently receiving message-tag-key pair, deliberately suspending the authentication process, while
subsequently-replayed signals can pass the authentication successfully as the message-tag-key pairs inside are valid.
Finally, we conducted extensive experiments based on real-world OSNMA-integrated receivers and two software-defined
radio (SDR) devices to demonstrate the feasibility of the proposed attacks.
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Development and Testing of a Low-Cost GPS RFI Emulation System

Kenneth Johnston

Abstract:  This paper proposes a low-cost (less than $250 USD) emulation capability of low-power Global Positioning System (GPS)
Radio Frequency Interference (RFI) that is representative of modernized GPS jammer waveforms and modulations. The
proposed system is consistent with the US FCC and Industry Canada Spectrum Management policy and regulations
while meeting the requirements of lab testing GPS RF| and assessing the impact on GPS receivers. During the past
several years there has been a proliferation of Personal Privacy Devices (PPDs) that have been well documented in
Institute of Navigation (ION) papers and through the STRIKES project in Europe. Many of these PPDs are of low quality
and have minor impact on actual GPS positioning or timing reliant systems. In Canada, it is illegal to import, purchase,
possess or operate a GPS jammer. High performance RF Signal Generators and Waveform Generators that are capable
of emulating GPS RFI signals up to at least 10 dBm are typically used in the lab by governments and larger companies.
For smaller businesses, academia and some research organizations, often the cost of such equipment exceeds available
budgets. These policy and financial constraints present challenges for a segment of the GPS industry to develop and test
GPS RFI detection and monitoring capabilities and to assess the impact of new RFI mitigation algorithms and techniques
specifically designed to counter GPS RFI. During this research, GPS RFI signals were generated using a combination of
low-cost wideband RF synthesizers, specifically RF evaluation boards and modules based on Analog Devices (AD)
ADF4351 chip and a low-cost Direct Digital Synthesis FeelTech FYG300 Function/Arbitrary Waveform Generator. The
equipment was configured to generate examples of GPS RFI including Continuous Wave (CW), multi-tone, stepped tone,
chirp waveforms, pulsed, narrowband and wideband noise waveforms, and Pseudo Random Noise (PRN) waveforms
that were tailored to closely match the relevant GPS RF spectrum but could be easily modified for other GNSS systems
based on the needs of a user. The generated RF| waveforms were recorded for comparison using a Signal Hound USB
SA44B spectrum analyzer and a low-cost Airspy R2 Software Defined Radio. The combination of the ADF4351 and the
FY6300 effectively jammed a Ublox NEO-7N GNSS receiver using selected RF| waveforms.
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Improving GNSS Positioning by De-noising Consecutive Correlator Outputs
Using Graph Fourier Transform Filtering

Yiran Luo, Naser El-Sheimy

Peer Reviewed

Abstract:

Published
in:

Navigation and positioning with GNSS are ubiquitous in our daily lives. However, GNSS receivers are vulnerable to
irregular incoming signals, so their positioning, navigation, and timing (PNT) performance are usually degraded,
especially in urban areas. Itis, therefore, essential to enhance the baseband of GNSS receivers to sufficiently adapt to
and be robust to volatile environments. Correlator outputs are the elementary products from GNSS baseband signal
processing. The navigation and positioning accuracy is highly related to the quality of the correlator outputs, which
contain less sophisticated noise sources than the code and carrier errors produced by the traditional tracking loops. In
that case, the baseband processor can estimate the actual time of arrival (TOA) more easily. In this work, we directly de-
noise the complex correlator outputs in the consecutive time domain to produce more accurate pseudorange
measurements in harsh environments. Graph signal processing (GSP) is more extraordinary in alleviating irregular noise
power than traditional digital signal processing (DSP). Thus, the GSP is applied to optimize the raw graph signals formed
with the correlator outputs varying with the time and code offset. Then, the irregular graph domain is processed with
graph Fourier transform (GFT) by exploring the geometry structure of the network of correlator outputs. The proposed
GFT filtering method for the consecutive complex correlator outputs is realized in a GNSS software-defined radio (SDR)
processing the GPS L1 C/A signals. Then, static GPS intermediate frequency (IF) data are collected in an urban area to
test the proposed SDR. The real-world experiments demonstrate that the baseband processing results can be de-noised
more efficiently, and the positioning accuracy is improved by 65.3% compared to the traditional algorithm.

Proceedings of the 35th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS+ 2022)

September 19 - 23, 2022

Hyatt Regency Denver

Denver, Colorado

61 / 164



J577-UIEBIT 1527 ERUEGEREEREAD./ 1 XZkRET ST GNSS AfiIZtiEdT D

A=22-IA FTEI-TIV-IT(2—

GNSS Itk 2> s —vaviilifiiz, AizbOHEEFEDOWZE & ZATITObILTWEST, 727201,
GNSS Z{EHII AR ZERES TN LTI TH 2 720, Frcaiidcid, #ifi, Fesr—vav. B
XU A4 Iv 27 (PNT) ©OX7 ¢ —< vV ZAEFERT L9, L7zdio T, ALERBREICH2ITEIG L.
ERAIC /0 5 X 91T GNSS Zf5Ho R —2 v F 2k 25 2 & ARARTF, HEAREJ11E, GNSS ~
— AN Y PR 5 OFARM AT, Fror— a v HIROREIZHBIZRE T OB Ic K E <
BAR L CH 0. MBI ICIZERDBIiL — FIC X o THERINE I —FRF 2 V7O T — 35
TR ARPFEBEENTE T, ZOGHAH X—ZANVF Taty FIFEROFERA (TOA) %
KO BHLCHEE © 2 3, C offfgt . s cEME BRI I 0 4 X ERRE L, B
RBRBEC X 0 IERE A BHUUEREIE 2 £ L £ 3, 27 ZEHUIE (GSP) k. ko T Y 2 EEULE
(DSP) X0, AHAR /) 4 XENZ BT 2 i CENLTWET, Lo T, GSP &, K& a—F
A7y e 2HABEME TR ENZED ST 7ESERELT -0 IEA SN E T
KT, MBI DA v v 7 — 7 OREEEZRE T 52 ik, RRAIR T 7 FAAL VYR
7 — ) 2254 (GFT) T I N E 3, eI 2 EHBMBESRM I Ic LTiREI N GFT 744020 v
7 J5ik1k. GPS L1 C/A {55 %42 GNSS vV 7 + v = 7R (SDR) THEX X, Ric, #if
HcE R GPS WA (IF) 7— 2 28MUEESh, #RE I N7z SDR 27 A F d N ¥, EROFEER
Tld, N—Z Y FUHERD /) 4 X% X 0 RIICRETE, JIMEERRERED 7 LT ) X 4 & HR
LT 65.3% M L4232 ehnFELEINEL L,

% 35 minAMEAMEEHPIERKMSE (ION GNSS+ 2022) DFFH 2022 F
9819 ~ 23 H

NMPYE )=I109— TUN-=

JOSRMFT2N—

62 / 164



Developing a Low-Cost, High Performance, SDR-Based Local Positioning
System

Fernando Palafox, Lyndsay Ruane, Scott Palo, Dennis Akos

Abstract:  This paper explored the development of software-defined radio (SDR) based alternative positioning, navigation and
timing (PNT), independent of any Global Navigation Satellite System (GNSS) for use in GNSS-denied areas. A
navigation signal architecture based on GPS L1C signal was designed and broadcasted on a network of SDR-based
transmitters. Signals were processed by a moving receiver which used a MATLAB-based software receiver to
successfully estimate changes in range to each of the transmitters.
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Anti-Spoofing Technique Against GPS Time and Position Attacks Based on
Sparse Signal Processing

Junhwan Lee, Erick Schmidt, Nikolaos Gatsis, David Akopian

Abstract: In this paper, we present a cost-effective software-developed Global Positioning System (GPS) anti-spoofing approach
against Time Synchronization Attacks (TSAs) and spatial spoofing. We portray two signal-level spoofing characteristics
that are predominantly discovered in aforementioned attacks, namely, spoofing profiles and consistency of modifying
signals. While the spoofing profiles, which basically describe the inflicting signal shapes affecting the GPS observables,
have already been analyzed in our previous research with respect to attacks against timing, this paper still utilizes the
idea, yet implements and showcases the applicability of spoofing profiles in position domain. The extension, in fact,
brings the idea of joint TSA and spatial spoofing. To jointly consider the time and spatial domains, the pseudorange and
range rate equations are linearized with a non-conventional method. An antispoofing technique capable of withstanding
TSAs, spatial attacks on single coordinate, and joint attacks is developed for stationary receiver. To validate the proposed
approach, we utilize pre-recorded authentic GPS signals in the TEXBAT database for data transmission, which are
captured by the Software Defined Radio receiver developed at UTSA. The algorithm is validated in simulations
introducing synthetic spoofing and compared against Weighted Least Squares.
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A Flexible Replay Delay Control Method for GNSS Direct Meaconing Signal
Shunshun Shang, Hong Li, Yimin Wei, Mingquan Lu

Peer Reviewed

Abstract:  In this paper, we introduce a flexible delay control method for the GNSS direct meaconing signal. Since GNSS has been
playing an important role in human life, we need to pay attention to its security issues, especially spoofing attacks. In
order to explore the corresponding anti-spoofing technigues, we should know more about spoofing methods so that we
can study the characteristics of spoofing signals. As far as an encrypted GNSS signal is concerned, only the direct
meaconer can generate the corresponding spoofing signal. In detail, the meaconer receives authentic signals from
different directions and delays them with different delays, respectively. However, the delay control method has not yet
been public, which restricts researchers to explore more efficient anti-spoofing methods. To this end, we introduce a
flexible delay control method for meaconer based on the integer and fractional delay filters. In detail, the integer filter can
delay the signal with an integer delay that is an integer multiple of sampling period, and the fractional filter can delay the
signal by a fraction delay. We implement the fractional filter using the Farrow structure so that we only need to adjust one
parameter in the filter if the replay delay changes. As a consequence, the delay control method is flexible and easy to
implement on a hardware platform. We verify the introduced method by carrying out meaconing attacks against both the
GNSS-SDR receiver and the GPS hardware receiver of our lab.
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High-resolution Correlator Based Detection of GPS Spoofing Attacks Using
the LASSO

Erick Schmidt, Nikolaos Gatsis, David Akopian

Peer Reviewed

Abstract:

Published
in:

This work proposes a novel sparsity-based decomposition method for the correlator output signals in GPS receivers
capable of detecting spoofing attacks. We model complex correlator outputs of the received signal to form a dictionary of
triangle-shaped replicas and employ a sparsity technique that selects potential matching triangle replicas from said
dictionary. We formulate an optimization problem at the receiver correlator domain by using the Least Absolute Shrinkage
and Selection Operator (LASSO) to find sparse code-phase peaks where such triangle-shaped delays are located. The
optimal solution of this optimization technique discriminates two different code-phase values as authentic and spoofed
peaks in a sparse vector output. We use a threshold to mitigate false alarms. Additionally, we present an expansion of the
model by enhancing the dictionary to a collection of shifted triangles with higher resolution. Our experiments are able to
discriminate authentic and spoofer peaks from synthetic GPS-like simulations. We also test our method on a real dataset,
namely the Texas Spoofing Test Battery (TEXBAT). Our method achieves less than 1% detection error rate (DER) in
nominal signal-to-noise ratio (SNR) conditions.
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Deeply Coupled Integration of a Software Defined GNSS Receiver and a
Vibratory MEMS Rate Gyroscope Based Software Defined IMU

Baoyu Liu, Kaixiang Tong, Yang Gao

Abstract:  In the ultra-tight integration, the signal processing of GNSS receiver baseband can be enhanced by the aiding of INS
information. With the purpose of improving the performance of ultra-tight integration with low-cost MEMS (Micro-Electro-
Mechanical System) IMU (Inertial Measurement Unit), the paper explores a deeply coupled integration scheme of GNSS
and the software defined IMU (SDI) based on vibratory MEMS rate gyroscope. The error of vibratory MEMS rate
gyroscope demodulated by peak detection technique is interpreted in the gyroscope signal domain and the gyroscope
demodulation parameter deviations are estimated by the integration filter and adjusted accordingly. The presented
integration scheme is tested by an integrated navigation system which consists of a software defined GNSS receiver, a
single-axis vibratory MEMS gyroscope GI-CVG-N2100A based SDI and an Xsens MEMS IMU. The single-axis vibratory
MEMS gyroscope GI-CVG-N2100A in the test, is employed to replace one of the gyroscope axes of the Xsens MEMS
IMU.
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GNSS Anti-jam RF-to-RF On Board Unit for ERTMS Train Control

Cosimo Stallo, Pietro Salvatori, Andrea Coluccia, Alessandro Neri, Francesco Rispoli, Massimiliano Ciaffi

Abstract: The GNSS technology has been selected as the key player for the modernization of the European Railways Train
Management System (ERTMS). The main advantage of the satellite system is the possibility to realise cost-effective
solutions able to increase the capacity and better allocate the railway resources. This cost reduction needs be performed
without compromising the system safety that shall remain at the same level guarantee with the traditional systems. One
of the problems that has to be accounted dealing with the GNSS is the Radio frequency interference like the intentional
and not intentional. The presence of a jamming signal can degrade the performance of a GNSS location determination
system and, if the ratio among the jammer is much higher the genuine signal, there could be a denial of service. One of
the possible techniques able to mitigate such an issue is represented by the beamforming. In essence, having a CRPA
(Controlled Reception Pattern Antenna) it is possible to identify the presence of the jamming signal and, eventually,
combine the antennas’ output to generate a signal that reduces the impact of such a treat. Particularly, in this work, we
focused on a solution based on a four channel antenna processing chains constituted by a four element squared phased
array and a 4 coherent channels front-end. The digital streams spilled after the ADCs (Analogue to Digital Converter) are
the processed to identify the presence of a jamming signal. If the jamming signal is identified, then the processing unit will
estimate the weights to implement a spatial filter able to minimize the impact of the jammer. The signal reconstructed after
the beamformer is the put as input to a COTS/SDR receiver, making smoother the integration of this component in the
navigation unit. The digital beamforming platform is designed to operate on scenarios typical of the railway environment.
In this work we show the platform performance assessment of RF-2-RF GNSS anti-jam platform in terms of jamming
detection and mitigation capabilities in presence of different attack scenarios potentially occurring in the ERTMS operative
conditions. Particularly, we report the results of a test campaign by using Spirent tools, showing the capabilities of the
anti-jam platform able to estimate the jammer direction of arrival, mitigate it cleaning the useful SIS (Signal in Space) from
it and re-transmit it to a COTS/SDR receiver. The signal in output from these tools have been recorded by a four coherent
channel frontend and then elaborated in postprocessing with the algorithms running on the platform. This approach has
been selected to guarantee the possibility to inject the front-end with signals that have the same phase shifts and
attenuations that would have been experimented on the field with the given array geometry and element beam patterns.
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Performance Analysis of Low SWaP-C Jamming Mitigation Methods for
Commercial Applications

Scott Burchfield, Scott Martin, David Bevly, Joshua Starling

Abstract:  With the growing reliance upon GPS in the civilian sector, GPS need to be resilient to accidental and intentional
interference threats. The Newark Airport incident, COTS PPDs, and other cases are prime examples of the need for
resilient PNT in the civilian market. This paper implements four low SWaP-C (size, weight, power, and cost) mitigation
methods and compares them in an attempt to determine the best algorithm for assured PNT. The algorithms analyzed are
wavelet-implemented adaptive notch filter (WANF), SVD based FIR power minimization, space-time adaptive processing
(STAP), and adaptive noise canceling. The first two algorithms use a signal antenna, and last two algorithms use two
antennas. The algorithms are compared against an array of jamming scenarios, all of which originate from 3 main
jamming types: continuous wave (CW) tone, narrowband noise, and chirp. The comparison between algorithms is
quantified by analytical carrier to noise power density(CC/NNO) degradation at different jammer to signal (JJ/SS) power
ratios and center frequency offsets, bandwidths, and sweep rates. The “mitigated” signal data is processed with a GPS
L1 C/Areceiver, and the receiver’s signal tracking CC/NNO estimate is used to validate the analytical solutions. The
analytical solution holds true for the wavelet implemented algorithm, the SVD based algorithm and the spacetime
adaptive processing algorithm, but breaks down for the adaptive noise canceling algorithm. The results are analyzed and
the conclusions are drawn based on the results.
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GNSS Software Defined Radio: History, Current Developments, and
Standardization Efforts

Dennis Akos, Javier Arribas, M. Zahidul H. Bhuiyan, Pau Closas, Fabio Dovis, Ignacio Fernandez-Hernandez, Carles Fernandez—
Prades, Sanjeev Gunawardena, Todd Humphreys, Zaher M. Kassas, José A. Lopez Salcedo, Mario Nicola, Thomas Pany, Mark L.
Psiaki, Alexander Rigamer, Young-Jin Song, Jong-Hoon Won

Abstract:  Taking the work conducted by the Global Navigation Satellite System (GNSS) Software Defined Radio (SDR) working
group during the last decade as a seed, this contribution summarizes for the first time the history of GNSS SDR
development. It highlights selected SDR implementations and achievements that are available to the public or influenced
the general SDR development. The relation to the standardization process of Intermediate Frequency (IF) sample data
and metadata is discussed, and a recent update of the Institute of Navigation (ION) SDR standard is recapitulated. The
work focuses on GNSS SDR implementations on general purpose processors and leaves aside developments conducted
on Field Programmable Gate Array (FPGA) and Application-Specific Integrated Circuits (ASICs) platforms. Data
collection systems (i.e., front-ends) have always been of paramount importance for GNSS SDRs and are thus partly
covered in this work. The work represents the knowledge of the authors but is not meant as a complete description of
SDR history. Part of the authors plan to coordinate a more extensive work on this topic in the near future.

Published Proceedings of the 35th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
in:  GNSS+ 2022)
September 19 - 23, 2022
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Effect of Signal Quantization on Robust Anti-jamming in Snapshot Receivers

Helena Calatrava, Adria Gusi-Amigo, Floor Melman, Pau Closas

Feer Reviewed

Abstract: GNSS jamming signals are L-band spectrum interferences that can jeopardize the operation of GNSS-based services.
Consequently, jamming cancellation and mitigation techniques have received substantial interest in the field of GNSS
positioning in the last few years. An advantageous approach to performing jamming mitigation relies on the use of robust
statistics, with a framework known as Robust Interference Migration (RIM). In this paper, the RIM methodology is
assessed in the context of a GNSS software snapshot receiver architecture under the presence of three jamming
interferences simulated as representative cases of common mass-market jammers. A study on the effect of signal
quantization in GNSS snapshot receivers is provided with a focus on interference mitigation. Results suggest that the
clipping effect originated by the finite quantization dynamic range causes signal distortion, which leads to undesirable
receiver performance for a low number of quantization bits. However, when applying RIM, a gain proportional to the
number of quantization bits is observed in terms of the number of visible satellite vehicles, availability of the position,
velocity and time (PVT) solution, and observed carrier-to-noise density ratio.

Published Proceedings of the 36th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
in:  GNSS+ 2023)
September 11 - 15, 2023
Hyatt Regency Denver
Denver, Colorado
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Testing a Coherent Software Defined Radio Platform for Detection of Angle
of Arrival of RF Signals

Lucca Trapani, Fred Taylor, Evan Gattis, Yh Chen, Sherman Lo, Todd, Walter, Dennis Akos

Peer Reviewed

Abstract:

Published
in:

Past efforts in characterizing and preventing GPS/GNSS signal multipath propagation and interference have led to the
development of commercial-off-the shelf (COTS) advanced receiver platforms capable of making angle-of-arrival (AoA)
measurements. This paper investigates the testing of a low-cost, coherent radio platform called the KrakenSDR. The
KrakenSDR is an experimental platform which has only recently become available and has a wide range of RF
applications. In this work the KrakenSDR receiver functionality is characterized to better understand how it operates. Key
components of the KrakenSDR such as the phase calibration, antenna array, and signal processing in a multiple signal
classification (MUSIC) algorithm are studied. Laboratory testing with a function generator verified that the KrakenSDR
can achieve phase coherence across its five input channels. In the field AoA testing was performed with a continuous
wave (CW) RF signal source at 900 MHz. This testing revealed that the KrakenSDR can make AoA measurements to an
accuracy within its specified field of resolution and also produces a confidence metric which can be used to check the
accuracy of measurements. The KrakenSDR has a frequency range of 24 MHz — 1766 MHz making it capable of working
at GNSS frequencies. However, there has not been an opportunity to test the KrakenSDR in the GNSS band yet. The
future goal of this research is to extend the KrakenSDR into the GNSS range and further characterize its performance,
ideally to be used in a GPS/GNSS interference localization system.

Proceedings of the 36th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS+ 2023)
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Wiener Disorder Detection Method for Anti-Spoofing in GNSS Navigation
Kalman Filters

Steven E. Langel, John David Quartararo, Joseph Cisneros, Kevin Greco

Abstract:

Published
in:

This paper describes the adaptation of an algorithm, originally designed to detect a ramp deviation in a Wiener process,
to spoofing detection in global navigation satellite system (GNSS, e.g., GPS) receivers. Imperfectly compensated
spoofing signals exhibit common-mode errors across all signals broadcast by a single transmitter, driven by inaccurate
compensation of the spoofer-to-receiver transmission channel (range and range rate). Those common-mode delay and
frequency errors can affect the clock bias and frequency estimates that the victim receiver calculates to estimate its
position, velocity, and time (PVT). In a benign situation (i.e., no spoofing), the change in clock bias and frequency drift
over time is determined primarily by the receiver's oscillator. Given that frequency drift is typically modeled as a Wiener
process, our hypothesis was that the algorithm in [1] could be adapted to detect spoofer-induced deviations of clock
frequency drift from the nominally expected stochastic behavior. First, the Wiener process ramp deviation algorithm is
reviewed and then its application to spoofing detection in GNSS Kalman filters is discussed and formulated. Several
practical issues are addressed, such as finite memory, computer processing limitations, and efficient approaches to
reduce redundant calculations. Monte Carlo simulations characterizing false alarm and spoofing detection performance
are presented. Finally, conclusions and recommendations for future work are presented.

Proceedings of the 34th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS+ 2021)
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GNSS Anti-Spoofing Defense Based on Cooperative Positioning

Akmal Rustamov, Neil Gogoi, Alex Minetto and Fabio Dovis

Peer Reviewed

Abstract:

Published
in:

Radio navigation is of utmost importance in several application fields. Nowadays, many civil and professional applications
massively rely on the Global Navigation Satellite System (GNSS) and related technologies to accurately estimate position
and time. Existing GNSS-based systems are threatened by malicious attacks among which spoofing and meaconing
constitute severe challenges to the receiver. Several of such GNSS systems constitute mass market applications and
devices, and a threat to the GNSS receiver could have cascading effects at application levels and for interconnected
systems. Networked GNSS receivers are in general ubiquitous because any receiver embedded in a complex system
such as a smart device or smart connected cars can exploit network connectivity. This novel generation of valuable-
performance GNSS receivers are prone both to standard RF spoofing attacks and to cyber-attacks conceived to hijack
complex network based services such as DGNSS-based cooperative positioning. By means of a set of experimental
tests, this paper highlights possible metrics to be checked to identify malicious attacks to the positioning and navigation
systems in mass market connected devices. The network-based exchange of GNSS data such as GNSS raw
measurements recently disclosed in Android smart devices is conceived in this work to offer the possibility to compare or
combine such metrics to better identifies spoofing and meaconing attacks.

Proceedings of the 33rd International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS+ 2020)
September 21 - 25, 2020
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GNSS Anti-Spoofing for a Multi-Element Antenna Array

Michael C. Esswein and Mark L. Psiaki

Abstract: New optimization-based methods are developed to use measured Direction-of-Arrival (DoA) information in order classify
received GNSS signals into authentic and spoofed sets. These methods are designed for a resilient GNSS system that is
being developed to mitigate GNSS spoofing and jamming by using signals from a small antenna array which consists of a
set of patch antennas arranged in a “bug-eye” shape. The spoofing classification method of the present paper operates
on the DoA outputs of the various signals’ trackers. The new method also uses the trackers’ computed estimation error
covariances for their DoA estimates. The contribution of this paper is a multi-hypothesis test that considers all possible
hypotheses about the authentic and spoofed sets of tracked signals. A combinatorial analysis is performed in order to
generate all possible authentic-set/spoofed-set classifications for the given set of tracked signals and determine the
correct authentic set among the different combinations. Results from Monte Carlo runs show that using DoA methods is
suitable for determining the correct combinations, assuming there is large direction separation between the authentic
GNSS signals and the spoofed signals. However, when using DoA and pseudorange techniques one can determine the
correct combination regardless of the direction separations. Results also indicated that the assumptions made during the
paper can be relaxed in order to successfully handle other scenarios, such as multiple directional spoofers.

Published Proceedings of the 32nd International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
in:  GNSS+2019)
September 16 - 20, 2019
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Android Raw GNSS Measurements as the New Anti-Spoofing and Anti-
Jamming Solution

Damian Miralles, Nathan Levigne, Dennis M. Akos, Juan Blanch, and Sherman Lo

Abstract:

Published
in:

Reliable radio navigation signals are of extreme importance. Nowadays we rely on Global Navigation Satellite System
(GNSS) related technologies for a range of uses ranging from agricultural, financial, transportation and military
applications. As such, providing existing systems with the tools to combat the threat presented by malicious spoofing or
jamming attacks is critical. The paper explores the properties of the different sensors available on a smartphones and
evaluates their potential for spoofing and jamming detection. By properly assessing key sensor properties, this work will
detect spoofing or jamming by monitoring alarm triggers set by a combination of sensors including but not limited to: (1)
network location provider, (2) combined Automatic Gain Control (AGC) and C/NO engine, (3) inertial sensor data, and (4)
pseudorange residual metrics. In addition, we investigate the existence of the solution on the smartphone and further
discuss the sensors with potential in the identification if any type of interference attack. Combining all together is
GNSSAlarm, an Android application (still under development) that creates a tool, based on resources already in the
pocket of millions of individuals and develops an effective anti-spoofing, anti-jamming tool that will allow proper
functionality when in the presence of spoofing attacks and will notify the user when under jamming attacks.

Proceedings of the 31st International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS+ 2018)

September 24 - 28, 2018

Hyatt Regency Miami
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Doppler Considerations and Phase Manifold Effects for Anti-jam Electronics

Adam Simmons, Russell Powell, Greg Reynolds, Laura McCrain, Timothy Pitt, Caleb Perry, Brian Baeder

Abstract:

Published
in:

Due to the widespread use of anti-jam electronics (AJ-E) with controllable radiation pattern antennas (CRPA) in
estimating direction of arrival (DOA), considerations of Doppler and contributions through antenna phase manifold should
be considered for both error characterization in AJ-E covariance output and effectiveness of nulling algorithms. By
considering the manifold effects, an observability space can be estimated a priori and provided to down-stream DOA
filters. The observability space also provides an expected error characterization for AJ-E's signal covariance matrix used
to derive weights for their individual antenna element feeds and taps. This estimated covariance matrix is typically
derived from a windowed set of In-phase and Quadrature phase (IQ) samples collected over a set length of time (typically
1 ms). Most per-element delays are constant over this time period, but some vehicles hosting the AJ-E have roll rates
which, when mapped through the antenna phase manifold, can create Doppler coloring of the covariance estimate. Even
with benign roll rates, the manifold coloring of the Doppler can be significant. This paper examines the Doppler influence
through a commercial CRPA's phase manifold and maps the per-component phase error perceived. The paper
demonstrates the effect through software simulated 1Q data samples and a commercial phase manifold.
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Advantages of a Robust Multi-Antenna GNSS Receiver in UAV Flight
Jamming Scenarios

Philipp Rudnik, Lothar Kurz, Andreas Winterstein, Manuel Cuntz

Abstract: The multi-antenna Global Navigation Satellite System (GNSS) receiver GALileo ANTenna (GALANT) has been developed
at German Aerospace Center (DLR) since several years. Recently, effort has been spent to miniaturize the antennas and
digital processing system in order to enable applications in the field of Unmanned Aerial Vehicle (UAV) navigation for
example. In addition, array processing technologies have been further improved for this kind of application. This
publication focuses on the conduction of flight test of the complete system and the therein occurring advantages towards
a commercial receiver in difficult navigation scenarios like under the influence of jamming. The flight experiments are
divided into two parts. Firstly, it is investigated how the different receivers react to corresponding jamming from the
ground while the receiver is not moving, but is hovering close to the ground. During this experiment, the jamming power is
increased step by step. The reference receiver goes into saturation, gradually loses all satellites, the position accuracy
drops and finally no valid Position/Velocity/Timing (PVT) can be computed. In contrast, the GALANT receiver detects the
interference and suppresses it appropriately based on spatial signal processing techniques. In the second part of the
experiments, it is investigated how jamming signals emitted from ground affect the receiver during real flight scenarios. A
static and directional jammer is set up and the UAV flies a trajectory passing multiple times through the beam.
Interestingly the reference receiver does not only lose all satellites in frack, like expected from the first experiment, but
computes a false position increasingly diverging from ground truth before and after the total loss. The deviation of position
is in the range of multiple hundred meters. The GALANT receiver is able to keep most of the satellites in track, and
computes a continuous position with negligible deviation. The flight experiments conducted show that it is reasonable to
protect UAVs appropriately against interference such as jamming. The tests also show that techniques, such as those
presented, can be an effective solution to the stated problems. The developed robust, multi-antenna receiver
outperformed the corresponding comparison receiver in the presented areas.

Published Proceedings of the 36th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
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Variation Analysis of Satellite Navigation Message and its Application to
Anti-spoofing

Jianfeng Li, Hong Li, Fei Wang, Hang Ruan, ZhongXiao Wang, and Mingquan Lu

Peer Reviewed

Abstract:

Published
in:

Global Navigation Satellite System (GNSS) is widely applied to our daily life with its stable service. The GNSS control
segment routinely generates navigation message based on a prediction model and the measurements from global
monitor stations. Navigation message includes each satellite’s clock correction, ephemeris, and almanac, which are
stable and change by certain rules. The paper analyzes these parameters of Global Positioning System (GPS) and
BeiDou System (BDS). Based on different changing rules of parameters, the paper divides all parameters into four
categories and briefly discusses their applications in anomaly detection and anti-spoofing. Further, the computed satellite
position deviations by ephemerides and almanacs of different time are researched and relevant mathematical model is
established. Also, the computed clock deviations are discussed. With the increasing use of GNSS, its vulnerability has
caused much concern. In general, there are many spoofing methods. In order to deceive a victim receiver to a
predetermined position or time, some spoofers may change navigation message. The above analysis results can be
applied to check such spoofing attacks. So two threshold models are established and their advantages and
disadvantages are discussed. Combining two threshold models, the paper proposes a method to effectively utilize
navigation message for anti-spoofing. Finally, the method is implemented on GPS/BDS receivers and the relevant
experimental results show that it is feasible and effective in different deception scenarios where navigation message is
tampered.
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Authentication by Polarization: A Powerful Anti-Spoofing Method

Wim De Wilde, Jean-Marie Sleewaegen, Bruno Bougard, Gert Cuypers, Alexander Popugaev, Markus Landmann, Christopher Schirmer,
Daniel Egea Roca, José A. Lopez-Salcedo, Gonzalo Seco Granados

Abstract: This paper presents a method to detect and mitigate a spoofing attack by means of a dual polarized antenna. It exploits
the similarity in polarization of spoofed satellites to identify spoofed satellites and copes with three major challenges. A
first challenge is to avoid false alarms, which could be triggered by occasional polarization alignment of authentic
satellites. The second challenge is the detection of spoofed signals out of a mix of spoofed and non-spoofed signals, as is
the case in most practical spoofing attacks. The final challenge is to be able to work with spoofed signals from RHCP
spoofing antennas operating from a higher elevation. The technique was developed based on analysis of a large amount
of experimental signal data recorded in spoofed and non-spoofed environments. The paper first describes the recording
system, which uses a high-performance dual polarized antenna, optimized for low axial ratio. This connects to a multi-
frequency multi-constellation receiver, supporting concurrent coherent tracking of the RHCP and LHCP signal
components provided by the antenna. We subsequently discuss the measurement campaign. It is rather straightforward
to collect data in a variety of non-spoofed environments to build a database of scenarios which are supposed to yield a
negative spoofing indication. This doesn't hold for spoofing scenarios, because of regulatory constraints. Therefore, the
spoofing tests were done in a special anechoic chamber which can simulate both polarization and angle of arrival of
satellite signals. This wave field synthesis (WFS) testbed was configured to create a mix of satellite signals, some of them
emulating authentic signals and the other ones representing the spoofer. The WFS testbed was used to simulate an
advanced matched power timing attack. Finally, the paper discusses a new spoofing detection algorithm, based on the
experimental data. We present an analysis of the spoofing classification performance, analyzing metrics for probability of
false alarm and probability of detection.

Published Proceedings of the 31st International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
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Fault-Robust GPS Spoofing Mitigation with Expectation-Maximization

Ashwin Vivek Kanhere, Grace Gao

Abstract:

Published
in:

The possibility of measurement faults and spoofing attacks poses real-world risks to accurate and safe localization using
GPS measurements. Measurement faults introduce additive biases in individual measurements that might be inconsistent
across measurements while spoofing attacks introduce consistent additive biases in all measurements. Both of these
effects introduce errors in the localization solution estimated using these affected measurements. Recognizing these
risks, researchers have developed solutions to mitigate these spoofing attacks and measurement faults, usually
individually, by using redundant measurements or explicitly modelling and estimating the attack and fault magnitudes.
\When these localization methods model spoofing or faults individually, they can raise a large number of false spoofing
alerts in the presence of faults or incorrectly incorporate spoofing attacks when accounting for faults. However, as both
spoofing attacks and faulty measurements can be encountered in the real world, there is a need to mitigate both jointly
when performing GPS localization. In this work, we propose an expectation-maximization (EM)-based method for jointly
mitigating the effects of spoofing attacks and measurement faults during localization. During the expectation step, in a
two-step process, we first estimate the likelihood that the GPS measurements are spoofed at a particular time instant
using sensor level redundancy. We then estimate the likelihood that individual GPS measurements are faulty at that time
instant using measurement-level redundancy. Finally, during the maximization step, both these likelihood estimates are
combined to de-weigh GPS measurements that are used for localization. We also highlight a particular implementation of
our proposed method. Our method estimates the likelihood of GPS spoofing using M-estimation and the likelihood of
measurement faults along with state estimate with a factor graph optimization framework with switchable constraints (SC-
FGO). We experimentally validate our proposed approach in simulations, comparing to three different baseline
implementations, to show that our method successfully mitigates the effects of both spoofing and faulty measurements.

Proceedings of the 36th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
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A GNSS Spoofing Detection Method Based on Raw GNSS/IMU/Camera
Measurements

Xiao Zhou, Hong Li, Mingquan Lu

Abstract:

Published
in:

Pages:

Cite this
article:

Global navigation satellite system (GNSS) spoofing is an emerging threat to GNSS security while GNSS plays an
important role in military and civilian fields. Recently, taking into account IMU’s characteristics of no external dependence,
as well as the low cost and high precision of cameras, graph optimization-based SLAM (Simultaneous Localization and
Mapping) system that is coupled with GNSS measurements has been developed to achieve a more stable positioning
performance. However, few existing GNSS spoofing detection methods can be directly adapted to this kind of system.
According to our analysis, the residuals in graph optimization can reflect the consistency of different sensor
measurements. We proposed a detector exploiting the pseudorange residuals in the graph optimization. After the
initialization of coordinates, the proposed method can generate the detector based on raw GNSS/IMU/camera
measurements. Experimental results in different GNSS spoofing scenarios have verified the detection performance of our
method.
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Smartphone Behaviour under Sophisticated Time Synchronized and Record
and Replay Spoofing Attacks

Ronny Blum, Himanshu Sharma, Thomas Pany

Abstract:

Fublished
in:

With more than 70 percent of the world population being the Smartphone user and 77 percent of the smartphone users
still rely on the Smartphone positioning for navigation [1], there is no doubt that the Smartphones are amongst the largest
Global Mavigation Satellite System (GNSS) receiver installed device in the GNSS market, 90 percent of the GNSS
receivers in the price segment of less than 5 € are used for smartphones and wearables, which is set to be almost 1.8
billion Smartphones by 2029 [2]. With such a high share in the GNSS market, the threat of GNSS spoofing is no longer
limited to the critical infrastructure only. Till date GNSS chip inside the smartphone is a black box providing positioning
solution with no access to the baseband processing technigue. But, with the availability of GNSS raw measurements
through Android API [3], the researcher get access to wide range of measurements, which not only are important for the
development of improved positioning algorithms but can also be vital for integrity check. The vulnerability of smartphones
to the spoofing attack and the usage of GNSS raw measurements to counter such attack has been presented in [4] [3].
But, with the availability of newer generation smartphone supporting dual frequency and multi-constellation, it is extremely
important to analyze their behaviour under such attack. In this work it was tested if an additional L5 frequency protects
against an GPS L1 and Galileo E1 attack. Other GNSS raw measurements like the Carrier to Noise ratio (C/NO) are also
a good candidates to examine the influence of a spoofing attack. In this work we present the results of over the air
smartphone spoofing experiments with a repeater in a shielded box. The experiment was conducted with the wide range
of smartphones with different manufactures, Operating Systems and different GNSS chipsets to examine their behaviour
under the attack. We tested the behaviour under two different types of spoofing, the Record and Replay attack and the
more sophisticated approach of a time synchronized signal generator attack. Record and Replay is just the recording of a
Global Navigation Satellite System (GNSS) file with a certain bandwidth and retransmitting the recorded file later on with
a high power. Signal generator spoofing is the generation and emission of artificial authentic GNS5-signals with a signal
generator, which tries to imitate the real satellite signals in terms of code phase, Doppler and navigation bit as good as
possible to induce a wrong time and/or position output on the victim receiver. The artificial signals should have ideally a
slightly higher amplitude at the target position than the authentic signals in order to get tracked from the receiver. \We
investigated synchronized attacks with a purchasable Jamming and Spoofing generator from [&], which is able to perform
a synchronized spoofing attack to real satellite signals and by now Galileo E1B/C and GPS L1 C/A signals are generated
from the spoofing device. Beside the position, the C/NO was analyzed, which changed for all satellite signals when the
spoofing attack started. This parameter was also analyzed for common receivers and proposed as anti-spoofing
parameter in [7]. For the sophisticated attack, all smartphones could be spoofed, meaning the position could be shifted
kilometres away from the starting position, which was also the case when the internet was set on in the smartphones.
Some smartphones were also set to track L1 and L5 signals, but could still be spoofed, which was unexpected since the
spoofing signal only included GPS L1 and Galileo E1 signals. The Record and Replay attack, which is relatively easy to
perform and the equipment is also relatively cheap, lead in the most smartphones to a jamming behaviour, meaning that
the authentic signals were just overpowered and the spoofing signals were not tracked. But still some could be spoofed
as well. The analysis showed that even in the presence of A-GPS (WI-Fi), it was possible to spoof the smartphones. Also
the fact that the spoofer did not need to include LS signals for a successful spoofing, showed the severe vulnerability
against spoofing.
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Global navigation satellite system (GNSS) spoofing is becoming an emerging threat to GNSS security for it can induce
fake positions at the victim receiver. Recently SLAM (Simultaneous Localization and Mapping) system that is coupled
with GNSS has been developed to achieve a better positioning accuracy. However, few existing studies investigated the
potential of such scheme to detect GNSS spoofing attacks. This paper proposes a spoofing detection method based on
an open-source SLAM system, VINS (Visual-Inertial Navigation System)-Fusion. The proposed method starts with
checking the displacement of GNSS measurements and multi-sensor estimation. After the check, the proposed method
exploits the transformation matrix of the local frame in VINS-Fusion and the global frame, which is got from the pose-
graph optimization. Considering that the transformation matrix is changing slowly generally after every optimization, the
sudden change of the matrix may indicate the occurrence of spoofing attacks. We test the performance of VINS-Fusion to
verify the necessity to implement spoofing detection in a vision-based state estimation system and explore whether VINS-
Fusion can be used to detect spoofing. Moreover, experimental results over public datasets show the effectiveness of our
spoofing detection method in certain spoofing scenarios with an acceptable false alarm probability and missed detection
probability.
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Most Level 2 autonomous driving systems including General Motors (GM)' Advanced Driver Assistance System (ADAS)
employ multiple sensors to achieve lane-level localization. As the only source onboard that provides absolute 3D global
poses, Global Navigation Satellite Systems (GNSS) is susceptible to various Radio Frequency (RF) interferences such as
Jamming, spoofing and meaconing, intentionally or unintentionally. Since these interferences pose a growing threat to the
safety and reliability of the automated vehicles, detecting, characterizing, and mitigating them become increasingly
important. This paper proposes a machine learning-based method to detect spoofing signals. Basically, it treats the
detection as a binary classification and evaluates the potential of applying supervised machine learning in the process.
Various classifiers are trained and evaluated, and the best performing model is further optimized to predict the existence
of interference signals. Raw GNSS measurements such as Pseudorange, Carrier Phase, Doppler, Clock Bias and Drift,
Carrier-to-Noise Density (CNO), as well as their respective measurement uncertainties, are combined to train and test the
machine learning models. Data cleaning, feature engineering, variable correlation analysis, and principal component
analysis (PCA) were performed before the training process. Finally, to evaluate the effectiveness of the proposed method,
two additional rounds of drive tests with real meaconing signals re-transmitted by multiple GNSS repeaters were
perfermed at a GM vehicle testing facility in Michigan, US. Validation results showed an average of 97 4% detection
accuracy, as well as an overall F1 score of 0.937.
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In this paper, we present decomposition results of the Complex Cross Ambiguity Function (CCAF) of spoofed Global
Navigation Satellite System (GNSS) signals into their constitutive components [1]. We also propose a new, post-
decomposition detection algorithm based on a new “inverse” Receiver Autonomous Integrity Monitoring (RAIM) concept.
The goal is to differentiate the spoofed and the authentic satellite signals to generate an authentic navigation solution.
First, each satellite provides the two sets of signal parameters (code phases) post-decomposition. Using combinations of
these sets, we calculate the pseudorange residuals and identify the two consistent (the authentic and spoofed) navigation
solutions among all possible signal combinations over different times. The method is applicable to spoofing scenarios that
can lead to Hazardous Misleading Information (HMI) and are difficult to detect by other means. The method can identify
spoofing in the presence of multipath and when the spoofing signal power matches with offsets in code delay and
Doppler frequency relatively close to the true signal. Spoofing can be identified at an early stage within the receiver
without additional augmented sensors.
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Global Navigation Satellite Systems (GNSS) signals are susceptible to spoofing attacks, because of their open structure
and weak power. Inertial navigation system (INS) is not affected by electromagnetic interference, which provides the
INS/GNSS integrated system anti-spoofing capability. Innovation represents the difference between the pseudorange
calculated by standalone GNSS and the priori estimate of pseudorange generated by the Kalman Filter. It can be
employed to detect spoofing attacks. Various innovation-based spoofing detectors have been developed. However, in
actual applications, it is found that the maneuver of user equipment (UE), such as a sudden turn or sudden acceleration,
can also trigger the threshold of an innovation-based spoofing test statistic, leading to a very large probability of false
alarm (Pfa). In this work, we address the problem of high false alarm rate due to UE maneuver by developing a specific
force-aid spoofing detection algorithm. It employs the fact that the specific force will not be affected by spoofing, but will
be affected by UE maneuvering. A new metric is developed, which is defined as the ratio of the sum of squares of
normalized innovations and the sum of squares of specific force in horizontal directions. We evaluated the performance
by both simulations and a hardware-based experiment. A dynamic driving test was carried out in Hainan, China. Results
show that the proposed method significantly suppresses the high-PFA due to UE maneuver and meanwhile provides a
slightly better spoofing detection performance than the conventional innovation-based method.
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by Emerging LEO Constellations
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Date/Time: Thursday, Jan. 25, 1:50 p.m.

Current trends in the space industry are shifting from Medium Earth Orbit (MEQ) to Low Earth Orbit (LEO) constellations due to the cost-
efficient launching capabilities of COTS-based HW resourcas. Several LEO systems currently offer a wide range of services, ranging
from Broadband connectivity (e.g., Iridium, One\Web, and Starlink) to the Internet of Things (loT) applications {s.g., Hiber, Myriota, etc.).
With the LEO constellation becoming popular, the scientific community is also exploring ways to maximize the use of LEO constellations
in satellite-based positioning. The classic GNSS Systems like GPS (US), GLONASS (Russia), GALILEOQ {Europe), NAVIC (India), and
QZS5 (Japan), currently in operation, complately rely on MEO andfor GEO orbits. All satellite-based navigation systems from MEC and
GEO have an orbit of at least 19,100 km above sea level, maximizing the signal attenuation due to path loss during signal propagation in
space. In the past few years, LEO-PNT has emerged as a potential option for position estimation by using signals transmitted by LEO
Constellations. Researchers have classified the use of the LEO constellation for position estimation in three broader terms (Prol, et al
2022).

1) So0 Method: Considering LEO signals as a signal of opportunity (SoQ). In this method, no dedicated positioning signals are
transmitted by the satellites. It is the task of the receiver to use measurements such as angle of amrival {AOA), received signal strength or
Doppler shift for position purposes. The researcher from the University (Placeholder1) of Texas Austin has applied a blind signal
identification technique to uncover the frequency- and time-domain structure of the Starlink Ku-band downlink signal.

2} Modified-Payload Method: In this method, the LEO constellation dedicated to non-positioning purposes can have an additional
payload needed for GNSS-like signal transmission. The receivers on the ground with some additional modification should be able to
retrieve those signals and perform positioning tasks.

3) New LEO-PNT Method: Awhole new constellation like a classic GNSS constellation with optimized design parameters for positioning
and navigation purposes, is launched in the LEO orbit for positioning.

Considering all the approaches above from the receiver's perspective is a very cumbersome task. In case of a completely new signal
transmitted by the LEO satellite, the receiver on the ground needs to adapt the front-end or in the worst case have a completely new
front-end to process an additional signal. In mass market receivers (e g, Smartphones), which share more than 80 % of GNSS receivers
on earth (GSA, 2020), it is a very challenging task to accommodate such alternation in the GNSS front-end. Additionally, from the
receiver manufacturer's point of view and considering hardware limitations for GNSS receiver frond-end, it will need a large amount of
resources to adapt these new changes and bring them to the mass production level.

The other option that could be considered is that the LEO constellation, equippad with GNSS payload is transmitting in the same
frequency band as used by classic GNSS systems. This method has the advantage that it is manufacturer friendly and the existing
GNSS technology can be put to work immediately. However, the LEO constellation transmitting in the same frequency band must fulfill
the international standard for interference in the framework of ITU defined in ITU-R M.1331 "A coordination methodology for RNSS inter-
system interference estimation”. This method provides a set of the figure of merits (FoM) (e.g., C/No degradation caused by the
proposed system on the existing RNSS system). These parameters must fall within the threshold agreed internationally or by the mutual
agreement between the two countries. Any country that wishes to plan its RNSS systern must comply with these recommendations and
threshold matrices before filing for the frequency usage to the ITU board, Thus, it is an uttermost important task to calculate these
parameters beforehand and evaluate the interference effect caused by the proposed system on other existing systems.

The idea of this paper is to simulate realistic and potential LEO constellations transmitting in the frequency bands L1 and L5 and
compute the main figure of merit described in ITU recommendation M.1831 {{ITU), 2015), the C/No degradation. Various parameters
have a strong impact on the result, such as the aggregate gain of the visible satellites, the satellite antenna pattern, the transmit power,
the center frequency of the LEO signals, and the modulation of the signals. The Institute of Space Technology and Space Application
{(ISTA) has developed a frequency compatibility tool in accordance with ITU-R M.1831 over the course of several years. The tool is fully
capable of providing a Spectral Separation Coefficient (SSC) matrix, Interference values, effective C/No, C/No degradation, and several
other figures of merits. The tool can perform both Analytical and Simulation-based approaches as mentioned in the ITU
Recommendation.

The paper will be structured as follows. First potential constellations will be described based on planned constellations and meaningful
candidates for PNT from LEO satellites. Secondly, signal candidates will be described and compared against existing GNSS signals.
Then the methodologies to calculate the C/No degradation will be described in detail. Finally, results are shown in terms of degradation
and margin with respect to the given transmit powers of the LEO signals.
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2) BERAO—RAR: COBRTIHMUADBRMERD LEO IV TL—avld. GNSS D&SRESRECUBRBMDORIO—RERFDIENTERT, i EOHEHIE
BMDOEEZMANIE, ENSDESERSUCIIY RV ERITTEBIFTTY,
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GNSS Spoofing Detection and Identification Based on Clock Drift Monitoring
Using Only One Signal
Shunshun Shang, Hong Li, Yimin Wei, Mingquan Lu

Peer Reviewed

Abstract:  In this paper, we propose a GNSS spoofing detection and identification method based on clock drift monitoring using only
one signal. At present, there are many anti-spoofing techniques based on time information monitoring, such as clock bias
and drift monitoring. However, these techniques estimate the time information using observations of at least four signals.
As a result, they can only detect spoofing but cannot identify it. Besides, in order to estimate the time information, they
need to solve a group of nonlinear equations iteratively, which requires a heavy computational load. In view of this, we
propose a new method to estimate the clock drift using only one signal. Therefore, the proposed method can not only
detect the spoofing signal but also identify it, and it can work normally even when authentic signals cannot be received.
Furthermore, the method estimates the drift by solving a linear equation without any iteration, which has a lighter
computational load compared to the previous methods. Experiments show that the method can detect and identify the
spoofing signal when the spoofer moves, manipulates the time information, or is driven by an ordinary clock, such as a
crystal clock.
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Receiver clock solution and the drift rate can be used to detect and identify the presence of inauthentic signals. In general, an inauthentic

GMNSS signal will carry the characteristics of its own local oscillator. It may be observed as part of the receiver clock solution.

The detection of inauthentic signals via a combination of receiver motion and clock solution was first explored in [1]. More recently, it was

demonstrated in [2] and [3] that receiver clock drift can be monitored the time differenced carrier phase (TDCP) from a single satellite.

Receiver motion can be compensated by IMU [3].

Alternatively, receiver motion and clock drift can be solved from a multi-GNSS TDCP solution. Our previous work in [4] showed that when

TDCP is screened with Random Sample Consensus (RANSAC) algorithm, the solution can reach cm-level accuracy even in a GNSS-
challenged environment. RANSAC can estimate the unknown parameters of the underlying model even when a significant portion of

measurements is from outliers. It was originally proposed to identify an inlier set from noisy measurements in computer vision. Compared

to the traditional RAIM methods, RANSAC can find consistency among a large number of measurements in an efficient way. Therefore, it

is feasible to apply TDCP-based detection algorithms to a moving receiver even without an IMU . The detection algorithm could be
individually implemented on every satellite in the measurement domain, or simultaneously on all visible satellites in the residuals of the
TDCP solution equation.

In general, Random Sample Consensus will choose a measurement group that are consistent with each other. In theory, multiple
inauthentic measurements could also be consistent with each other, for example, when they are created in the same simulator. Our
previous results reported in [5] discussed the feasibility of detecting a group of simulated channels and differentiate them from the
authentic ones in the TDCP solution, including clock drift. This work used a software defined radio receiver with a well-known Oven-
Controlled Crystal Oscillator (OCX0O).

Although the detection algorithm is applicable to TDCP measurements made with both SDR and commercial receivers, the quality of
receiver clock must be considered. In general, if the receiver clock is low-noise and relatively stable, it becomes easier to detect the
anomalies introduced by inauthentic signals. If the receiver clock has a predictable range of drift rate, it could help identify other clocks
that were used to generate inauthentic signals.

In this work, we will examine the performance of clock drift solution estimated with TDCP using a commercial GNSS receiver. The
receiver will be driven by different oscillator types, such as TCXO or OCX0O. A TDCP-RANSAC solution will be computed with multi-
constellation measurements recorded by this receiver. Using a combination of live signals and simulated signals, we will quantitatively
assess the detectability of inauthentic signals based on clock drift solution, for each of the oscillators. Furthermore, we will explore the
feasibility of identifying the clock model of the unknown simulator based on the TDCP-RANSAC solution and its residuals.

[1]1 P Y. Hwang and G. A. McGraw, "Receiver Autonomous Signal Authentication (RASA) based on clock stability analysis," 2014
IEEE/ION Pasition, Location and Navigation Symposium - PLANS 2014, Monterey, CA, USA, 2014, pp. 270-281, doi:
10.1109/PLANS . 2014.6851386.

[2] Shang, Shunshun, Li, Hong, Wei, Yimin, Lu, Mingguan, "GNSS Spoofing Detection and Identification Based on Clock Drift Monitoring
Using Only One Signal," Proceedings of the 2020 International Technical Meeting of The Institute of Navigation, San Diego, California,
January 2020, pp. 331-340. https://doi.org/10.33012/2020.17147

[3] Wood, Joshua, "Detection of GNSS Faults Using Receiver Clock Drift Estimates” Thesis, Auburn University, 2021.

https:/fetd auburm_edu//handle/10415/7749

[4] Zhu, Z., Vinande, E., Pontious, J. et al. (2022). A robust multi-constellation time-differenced carrier phase solution. GPS Solut 26, 8.
[5] Z. Zhu, S. Gunawardena, E. Vinande and J. Pontious, "ldentification of Authentic GNSS Signals in Time-Differenced Carrier Phase
Measurements with a Multi-Constellation Software Defined Radio Receiver," 2023 |IEEE/ION Paosition, Location and Navigation
Symposium (PLANS), Monterey, CA, USA, 2023, pp. 1027-1032, doi: 10.1109/PLANS53410.2023.10139922.
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Measurements with a Software Defined Radio
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Authentic and inauthentic GNSS signals could be differentiated in the carrier phase domain with the RANdom SAmple
Consensus (RANSAC) algorithm. In this work, the algorithm is applied to measurements obtained with PyChips, a multi-
frequency and multi-constellation GNSS SDR. RANSAC can be used to separate authentic signals from simulated or
inauthentic ones in measurements from PyChips.
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Synchronized Spoofing Attack Detection Using Galileo OSNMA and an Antenna Array

Markel Arizabalefa-Diez, Toms Dorins, Michai-Adrian Schipor, Thomas Fany, Universitat der Bundeswehr Manchen
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Date/Time: Thursday, Jan. 25, 2:35 p.m.

Galileo open-service Navigation Message Authentication (OSNMA) is the first GNSS authentication service provided worldwide. The
objective is to provide digital signature and additional authentication information (cryptography keys, key length, signature length, etc.) so
that the user can authenticate the extracted navigation message from the Galileo satellites in view. The current paper presents the
capabilities of the Galileo OSNMA to detect synchronized spoofing attacks performed by a commercial spoofing device. In addition to the
Galileo OSNMA, a 3-element antenna array is employed for the spoofing attack detection. The goal is to evaluate both methods, to
demonstrate that both methods are capable of determining a synchronized spoofing attack, and to identify the advantages and
disadvantages of each method.

The current Galileo OSNMA requires the satellites to be connected to the ground station so that it can receive from the ground station
the authentication data. When receiving the OSNMA data, the satellite incorporates the information in the I'NAV message, in the 40-bit
OSNMA field, before the complete I/NAY message is broadcasted in Galileo E1-band. This means that not all Galileo satellites will
transmit simultaneously OSNMA data. To allow the verification of those satellites not broadcasting OSNMA data bits, Galileo provides a
cross-authentication between satellites. This means that the authentication data (e.g. digital signatures of the navigation data) of specific
satellites is transmitted by another satellite. This allows a receiver to use the cross-authentication feature to verify all tracked satellites.
The verification process with the OSNMA will state if a spoofing attack is happening by suffering continuous failures in the verification
process. This would mean that something odd happens with the received signals, i.e., the receiver is being spoofed. The observed
parameters related to OSNMA are the data availability for the

On the other hand, the multi-element antenna can also be used for spoofing detection. Within the paper, a six-element antenna will be
employed. Among all the antenna-elements, only three are used for the reception of the signal. The received signals will then be
processed by the Multi-Sensor Navigation Analysis Tool (MuSNAT), and the output of the phase-lock loops (PLLs) are employed to
compute double differencing (DD). The DD method shows the phase offsets between the signals recorded different antennas, and
therefore, when a spoofing happens, these phase offsets are expected to be inexistent, i.e., equal to zero. The DD is achieved by using
master-slave tracking in MuSNAT, therefore the requirement of using 3 antenna-elements. In addition, each DD measurement requires
two satellites, as one is required for reference purposes.

To perform the synchronized spoofing attack, a commercial jammer and spoofer device is employed. The device allows to perform
various types of jamming and spoofing attacks, or even to combine them, by first jamming a receiver so that it can then be more easily
spoofed. For the purpose of this paper, only the spoofing feature has been employed. The synchronized spoofing feature will then first
need to extract the complete navigation message from the received signals-in-space (12 and 12.5 minutes for the Galileo and GPS
signals, respectively) before it starts spoofing, L.e., it requires knowledge of what is been transmitted so that it provides coherent
navigation data. As input parameters, prior information about the victim receiver (position and velocity) and the spoofing status (position
and velocity that is desired) is required to achieve a successful synchronized attack. For simplicity, a static receiver has been used for
the spoofing test. This paper also provides an analysis of the navigation data transmitied by the commercial spoofer during the
synchrenized spoofing attack.

The complete test set-up consists on a Trimble geodetic antenna located in the rooftop of the observatory of the UniBw M premises,
which is connected to the commercial jammer and spoofer. The commercial spoofer output is connected to a directional antenna that
transmits the spoofing signal. On the “victim™ receiver side, the six-element antenna array is employed, from which only three-elements
are connected to the recoding front-end. The recording front-end is a NI USRP 2955, which shares the same clock for all the three
recording channels. The performed recording contains 5.5 minutes of real GNSS signals, then the spoofing is activated, which is
transmitted with a higher power than the real signal for & minutes. Afterwards, the spoofing is deactivated. and therefore, the "victim”
receiver will only receive the signals-in-space transmitted by the navigation satellites. All recorded channels are then processed by
MUSNAT. The output of a single of these channels is employed to perform the OSNMA authentication, and all three channel outputs for
verification for the multi-antenna DD technigue.

The preliminary results show a successful detection of the spoofing with both OSNMA and DD. The first thing observed is that when the
spoofer is activated, two new Galileo satellites are acquired and tracked. These new satellites were in view for the receiving antenna of
the spoofer but were blocked by a building for the “victim” receiver. The second observation achieved is that while all GPS satellites
managed to get spoofed, not all Galileo satellites were spoofed. The success or failure of spoefing the different satellites, could be
observed by both OSNIMA and DD. The DD showed the exact moment at which the spoofing takes over the tracking loops for those
spoofed GPS and Galileo signals. When using OSNMA, as it requires retrieving the navigation message and the related authentication
data and keys, the authentication failures are observed with a delay. A continuous failure in the authentication is then identified in this
case as a spoofing attack. After showing analyzing both authentication methods, a trade off is performed based on the advantages and
disadvantages of each technigue.
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Zixi Liu, Juan Blanch_ Sherman Lo, Todd Walter, Stanford University
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GNSS serves several safety-of-life applications in aviation such as precise navigation for landing operations, collision avoidance, and Air
Trafiic Control (ATC). GNSS interference events happening near airporis can severely affect safe operations in the airspace and can be
hazardous for aircraft on approach or landing. Many interference events occur throughout the year, affecting US air traffic. A notable one
is an interference event that happened at Dallas-Fort Worth International Airport (KDFW) in October/2022 which caused a widespread
disruption. This incident resulied in multiple aircraft reporting GPS unreliable within 40MM of the airport, closure of a runway, and
rerouting of air traffic. The source has still not been identified. Therefore, the main goal of this study is to solve the Texas mystery by
providing our best estimate of when, where, what type, and how likely the interference source should be. The second goal of this study is
to improve the model confidence of our localization algorithm. This helps ensure that even though the final estimated location might not
be precisely the same as the underlying true jammer location, the corresponding error bound should have a size that is small enough to
be used to narrow down the source location through a ground search.

In our previous study [1], we have performed detailed analysis on that incident using data from airborme receivers through Automatic
Dependent Surveillance — Broadcast (ADS-B). Results from that study provide a better understanding of that event in terms of timeline
and impact regions. We've identified some abnormal behaviors of the interference source, such as the jamming signal only affected
airborne receivers (no ground reports), the size and shape of the impact region was changing over time, and there was a 5-hour gap in
between the interference event. In this study, we analyze the underlying reasons for those phenomena to better understand what type of
transmitter the potential jamming source should be. Another common cause of difficulty in identifying the source is the insufficient
coverage of ADS-B reports, due to aircraft following similar flight paths. Therefore, we apply models that can extrapolate information from
historical data to estimate signal conditions that are outside of the seen flight paths. Some commonly used models for extrapolation
include Linear/Polynomial Regression, Bayesian Inference, and Neural Networks. We will identify which model has better performance
when applying to this study and show how to modify the model to Tit the usage of ADS-B reports.

In addition to improving the accuracy of localization algorithm, another thing that is also important is to improve the model confidence.
We want to reduce the size of the error bound on the final result such that, even under abnormal conditions (such as this Texas incident),
the final estimated location might not be precisely the same as the underlying true jammer location, the corresponding error bound
should have a size that is small enough to help narrow down the source location through a search on the ground. Our ultimate goal is to
design an algorithm that is able to provide Air Traffic Control with better situational awareness and to have interference sources to be
quickly located and shut off.

[1] Liu, Z., Blanch, J., Lo, S., & Walter, T. (2023, January). Investigation of GPS Interference Events with Refinement on the Localization
Algorithm. In Proceedings of the 2023 International Technical Meeting of The Institute of Navigation (pp. 327-338).
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Investigation of GPS Interference Events with Refinement on the
Localization Algorithm
Zixi Liu, Juan Blanch, Sherman Lo, Todd Walter

Peer Reviewed

Abstract: GNSS serves safety-of-life applications in aviation such as precise navigation for approach and landing operations.
Interference events happen near airport can severely affect the safe operations of the airspace. A recent interference
event happened at Dallas-Fort Worth International Airport (KDFW) on October/2022 caused a widespread disruption. This
incident resulted in multiple aircraft reporting GPS unreliable within 40NM, closure of a runway, and rerouting of air traffic.
In this study, we performed a detailed investigation on this event, and run our localization algorithm to provide an initial
estimation of the potential jamming source. There were no public reports from ground infrastructures during this event,
which means collecting data from the ground is not sufficient. Therefore, in this study, we used data collected from
Automatic Dependent Surveillance—Broadcast (ADS-B) system. It is a satellite-based surveillance system on the
airplane which broadcasts aircraft position information. ADS-B is already widely in use and was made mandatory in
Europe and the U.S.A. by 2020. This ubiquity and openness of ADS-B provides widely available source of GNSS
information. In addition to investigating Dallas event, this research also built on our previous work on localizing
interference sources (Liu et al., 2022) and provided a method to calculate an error bound on the final estimated jammer
location. In our prior research, we built an algorithm that can identify the most likely location and transmitted power of
potential jammer in real time. In this work, we designed an algorithm to provide real-time confidence information about the
localization result. The error bound calculated from this confidence monitoring scheme is compared with result from the
bootstrap method (Stine, 1989). The goal of this design is to help narrow down the ground searching area in order fo
physically shut down the jamming source. We implemented and demonstrated this capability using recorded ADS-B
transmissions from known interference events.

Published Proceedings of the 2023 International Technical Meeting of The Institute of Navigation
in:  January 24 - 26, 2023
Hyatt Regency Long Beach
Long Beach, California
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Preliminary Analysis of GNSS Radio Frequency Interference Events Detected
in Canada and Impacts on GNSS Based Applications
Anurag Raghuvanshi, Sunil Bisnath, Jason Bond

Peer Reviewed

Abstract:  Global Navigation Satellite Systems (GNSSs) transmit signals from space to Earth, enabling the determination of
position, navigation and timing (PNT) information. National defence uses, safety-of-life applications and critical
infrastructure (CI) sectors are just some of the areas that rely on PNT information provided by GNSS to improve safety
and security, enable greater functionality, and increase productivity. PNT information has also become a fundamental
enabler for many day-to-day applications ranging from the provision of directions while driving to fitness statistics on
smartwatches to precision farming. This paper presents the findings of an in-depth analysis conducted on GNSS
interference data collected from a specific site in Canada. The primary focus of this study was to examine the frequency,
type, and severity of interference events observed at the site. The analysis provides valuable insights into the use of
detectors, the nature of interference encountered, their potential sources, and their impact on the site's operations.
Furthermore, this paper presents GNSS receiver parameters that can be utilized for automatic interference detection,
along with technical recommendations for future detection algorithms. The detectors at the site have proven effective in
detecting various types of interference including narrow band, chirp and single tone. The interference has a significant
effect on C/N_0O, number of satellites tracked, receiver noise, etc. and a loss of lock of signals can be encountered.

Published Proceedings of the 36th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
in:  GNSS+ 2023)
September 11 - 15, 2023
Hyatt Regency Denver
Denver, Colorado
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U.S. Department of Transportation (DOT) Global Positioning System (GPS)
Interference Detection and Mitigation (IDM) Program

James S. Aviles, Karen L. Van Dyke

Abstract:

Published
in:

Global Positioning System (GPS) Based Positioning, Navigation, and Timing (PNT) services support the United States
transportation sector in safely transporting people and goods and enabling efficiencies resulting in benefits to national
and economic security. GPS signals are broadcasted from a constellation of satellites orbiting in Medium Earth Orbit
(MEO) and their signal strength at the user receiver is very low in signal power density magnitude and thus susceptible to
unintentional and intentional signal disruption or manipulation from undesired sources. Two recent real-world events in
the transportation sector highlight the impacts related to the susceptibility of these GPS signal disruptions and the
constant need to improve the GPS Interference Detection and Mitigation (IDM) posture of the Department of
Transportation with the goal to restore GPS based PNT services to the expected levels of availability and reliability. This
IDM mission goal contributes to an overall resilient PNT services posture when GPS is quickly restored to the expected
normal operating conditions. On January 21, 2022, the GPS signal-in-space around the city of Denver, CO was degraded
by the presence of unwanted emissions south of the Denver International Airport1 . Numerous aircraft, train stations,
emergency response communication towers and medical messaging services detected and experienced varying levels of
GPS signal reception degradation for a period of approximately 33 hours until the unwanted emissions source was
positively identified and shut down. On October 17, 2022, the GPS signal-in-space around the cities of Dallas and Fort
Worth, TX was degraded by the presence of unwanted emissions southwest from the Dallas-Ft. Worth International
Airport. Numerous aircraft in the terminal and air route airspace detected and experience GPS signal reception
degradation for a period of approximately 44 hours. Ground infrastructure recordings of GPS signal degradation effects
were absent during the active event affecting aircraft. The unwanted emissions source ceased without positively being
identified.

Proceedings of the 36th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS+ 2023)

September 11 - 15, 2023

Hyatt Regency Denver

Denver, Colorado
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Session A5a: GNSS Security: Interference, Jamming and Spoofing 2

Detecting and Localizing Space Based Interference on GNSS Signals using Machine Learning

Akshata Patil, R. Eric Phelts, Todd Walter, Stanford University; Steffen Thoelert, German Aerospace Center (DLR)
Location: Seaview Ballroom

Alternate Number 1

GNSS relies on relatively low-power signals that are below the noise floor. As a result, they are very vulnerable to interference, which can
significantly impact a receiver's ability to effectively track and utilize the signals for navigation. The effects range from degradation in the
receiver's ability to generate accurate and reliable position solutions to rendering a receiver unable to acquire and track other GNSS
signals at the same or nearby frequencies. And, while ground-based interference can cause problems for many in a given local area,
space-based interferers are potentially problematic for users of GNSS around the world. And both can be challenging to detect and
localize.

Ground-based interference may be relatively easy to identify with a single receiver, but it can originate from a wide range of possible
local sources. Space-based interference can be more difficult to identify without widespread receiver networks. However, assuming such
a network is in place (and records to the right kinds of data), identifying the source is more straightforward, but can still be a slow or
tedious process.

In June of 2021, spectrum analysis data recorded by Trimble’s network of 43 multiband receivers distributed across the US and Europe
was used to detect an unusual power spike within the B3/E6 band at 1268.52 MHz. Further monitoring and analysis revealed a distinct
interference pattern that eliminated the possibility of local jamming and instead pointed to a space-based origin. This was substantiated
by the simultaneous impact on receivers across the entire network over a 24-hour span. This prior investigation involved manually
observing and analyzing averaged FFT data and correlating it with LOS observables obtained from each receiver to identify the space-
based source and its global trajectory.

This paper proposes to expand the prior work in several ways, First, it better characterizes the interference on B3I published previously
and provides more insight into its effect on that signal. In addition, the potential effects of different types of interferers on various GNSS
frequencies and modulations are modeled and simulated. Finally, this paper develops a method to identify space-based interference
more quickly and efficiently. It is believed that this will help make existing or future global receiver networks more capable of detecting it
and identifying the source.
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Session A4: GNSS Security: Interference, Jamming and Spoofing 1

Demonstration of Single-Satellite GNSS Spoofer Geolocation

Zachary Clements, University of Texas at Austin; lain Goodridge, Spire Global; Patrick Ellis, Apple; Matthew J. Murrian, Spire Global;
Todd E. Humphreys, University of Texas at Austin

Location: Seaview Ballroom

Date/Time: Thursday, Jan. 25, 8:35 a.m.

This paper details the demonstration of single-satellite single-pass geolocation of a terrestrial Global Navigation Satellite System (GNSS)
spoafer from Low Earth Orbit (LEQ). The traditional approach for GNSS security has been to develop onboard receiver spoofing
detection and mitigation technigues. The future of GNSS security takes a more active approach: global accurate and persistent
localization of the emitters threatening GNSS receivers. Receivers in LEO have the ultimate world-wide vantage point to detect and
geolocate GNSS spoofing attacks. Accurate LEO-based single-receiver emitter geolocation is possible from Doppler measurements
alone, provided the emitter is transmitting at a constant frequency and a carrier can be extracted by the receiver. The first condition is not
true for GNSS spoofers, as they transmit signals whose carrier frequency contains an unknown time-varying frequency component that
imitates the Doppler corresponding to each individual spoofed navigation satellite. This paper discusses a technique that exploits the
spoofed clock drift to remove the unknown time-varying frequency component added by the spoofers so that a Doppler (range-rate) time
history can be extracted for geolocation. This method is verified by a controlled experiment, in partnership with Spire Global, wherein a
LEO-based receiver captures GNSS spoofing signals transmitted from a known ground station on a non-GNSS frequency band.
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Session A4: GNSS Security: Interference, Jamming and Spoofing 1

A Cost-Efficient RFI Localization Approach to Detect GNSS Jamming and Spoofing

Michael Felux, Valentin Fischer, Sophie Jochems, Okuary Osechas, Manuel Waltert, Luciano Sarperi, Zurich University of Applied
Sciences; Martin Strohmeier, Armasuisse

Location: Seaview Ballroom

Date/Time: Thursday, Jan. 25, 8:57 a.m.

This paper introduces a novel method to identify the source of a Radio Frequency Interference (RFI) in an affordable and easily
deployable way using UAVs. A payload consisting of two GNSS antennas and a directional antenna was attached to a UAV. A heading-
capable GNSS receiver was fed with the signal of one GNSS antenna into the primary antenna port, and the combined signal of the
directional antenna and the other GNSS antenna into the second antenna port as test statistic. In flight tests, the location of a jammer,
i.e., the RFI source, was determined on the basis of the position and heading of the UAV using the difference of the average G/NO values
of the two antenna inputs. The heading of the UAV at which the proposed test statistic yields a maximum value, the direction towards the
RFI source is established. The proposed method was tested in a field experiment consisting of two flights and involving a directional
jammer, which was located approximately 1.5 km from the UAV. Results of the first test flight indicate that the heading corresponding to
the spike in the test statistic correspond well to the true direction of the jammer. However, during the second test flight, when the
directional antenna pointed at the source of RFI for short periods of time only, the test statistic showed more variation and a less distinct
peak. Besides, the proposed setup was tested close to a 5G antenna to evaluate if the proximity of the frequency bands of 5G and GPS
L1 signals affect the detection capability of the proposed measurement setup. The test statistic showed a discernible peak indicating
significant interference with the test statistic. In this paper, the feasibility of the proposed method could be demonstrated.
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Authentication Security of Combinatorial Watermarking for GNSS Signal
Authentication

Jason Anderson, Sherman Lo, Todd Walter

Abstract: Watermarking Signal Authentication is a technique where a GNSS provider cryptographically perturbs the spreading code
to allow for limited cryptographic authentication of the signal. Several proposals and future studies exist or are underway
to augment GNSS signals with this capability. This work reintroduces a generalized combinatorial watermarking function
that affords a flexible pathway to cryptographically prove the authentication security of the signal with receiver
observables. The security levels can be on-par with standard cryptographic security (e.g., 128-bit security) and require
little or no additional use of the navigation data bandwidth. We show how our methods apply to signals of different
designs and signal-to-noise ratios. From this work, one can design a Watermarking Signal Authentication scheme and
the accompanying receiver to have high confidence in a signal’s authenticity.

Published Proceedings of the 36th International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
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Hybrid Autoencoder for Interference Detection in Raw GNSS Observations

Karin Mascher, Stefan Laller, Philipp Berglez

Peer Reviewed

Abstract:

Published
in:

Malfunctions or failures in Global Navigation Satellite System (GNSS) services can result in significant personal, material,
and financial damages. By an early identification of anomalous behavior in GNSS signals, timely countermeasures can
be taken. However, most of interference monitoring or mitigation techniques are only applicable with the use of high-end
receivers and require a certain level of knowledge to be used effectively. This paper presents a GNSS interference
monitoring approach employing machine learning methodologies that can be utilized by users of any expertise level and
with any type of GNSS receiver capable of outputting raw GNSS observations. By leveraging simple signal-to-noise ratio
(SNR) observations, different hybrid autoencoder models, including denoising or variational autoencoder combined with
recurrent neural network (RNN) models, are trained and tested on real jamming and spoofing events. The developed
monitoring system is represented by a “traffic-lights” system, indicating the severity or level of concern associated with
each detected anomaly. The results contain a comparison between different RNN-based autoencoder implementations
and have been tested on input data from high-end to low-end GNSS receivers. The analysis of the test set showed that
there is a 95% probability of catching anomalies. Additionally, when applied to other geodetic receiver types like u-blox or
Javad GNSS receivers, similar results were achieved. However, smartphone data is subject to some limitations. Notably,
missed anomalies are primarily attributed to the low transmitting power from the jamming and spoofing devices, which
poses challenges for detection.
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GNSS Fault Detection and Mitigation using Android IMU

Dong-Kyeong Lee, Trey Taylor, Dennis M. Akos, Jeonghyeon Yun, Yongrae Jo, Byungwoon Park

Peer Reviewed

Abstract: Applications of location information provided by Android devices have been expanding rapidly due its prevalence in the
technology market. However, as the development focus of the Global Navigation Satellite Systems (GNSS) chipsets
inside smartphones are not only accuracy, precision, and integrity, but also power consumption and size constraints, the
Android GNSS hardware and software are more susceptible to signal attenuation and interference compared to high
performance geodetic GNSS receivers. For example, the Android GNSS navigation engines are more vulnerable to the
effects of signal multipath and experience more frequent carrier phase cycle slips in reduced GNSS signal quality
environments such as urban canyons. Although standalone smartphone GNSS receivers have these limitations, some of
the smartphones have access to additional sensors for accuracy and integrity support, such as accelerometers and
gyroscopes. In this paper, the effectiveness of the accelerometers and gyroscopes inside Android devices, in supporting
the standalone Android GNSS receivers will be investigated. The investigation will use the smartphone embedded
sensors for device-independent performance that is not reliant on any other external sources of information. The
additional sensors will be mixed with the GNSS measurements through a tightly-coupled extended Kalman filter, and
potential faults will be flagged and mitigated using the innovation metrics. The GNSS measurements will be singled
differenced to remove the effects of clock bias and drift on the filter. The orientation of the device will be determined using
the accelerometer and gyroscope, and complemented using the GNSS measurements. Also, the thresholds for the
innovation metrics will be computed using nominal open-sky data. The novelty of the paper will be looking at how the
additional smartphone sensors can be used to improve the position solution from the smartphone, and also detect and
mitigate potential faults in the GNSS measurements due to multipath or carrier phase cycle slips.
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GNSS spoofing detection through spatial processing
Fabian Rothmaier, Yu-Hsuan Chen, Sherman Lo, Todd Walter

Peer Reviewed

Abstract:  In this paper, we present an algorithmic framework for signal-geometry-based approaches of GNSS spoofing detection.
We formulate a simple vs. simple hypothesis test independent of nuisance parameters that results in significantly
reduced missed detection probability compared to prior approaches. It is highly tractable such that it can be computed
online by the receiver. We employ a hypothesis iteration framework that finds spoofed subsets of satellites efficiently and
accounts for the presence of weak multipath, for a provable decision behavior in safety-of-life applications. We support
the theoretical derivations by showing results on previously published simulated and on-air data sets. We validate the
measurement model and show robustness to multipath with flight data from a Dual Polarization Antenna (DPA) mounted
on a C12 aircraft. Finally, we show the algorithm’s benefit on data recorded during a government-sponsored live spoofing
event.
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A Proposal for Securing Terrestrial Radio-Navigation Systems

Ronnie X.T. Kor, Peter A. lannucci, Lakshay Narula, and Todd E. Humphreys

Peer Reviewed

Abstract:

Published
in:

Pages:

Cite this
article:

The security of terrestrial radio-navigation systems (TRNS) has not yet been addressed in the literature. This proposal
builds on what is known about securing global navigation satellite systems (GNSS) to address this gap, re-evaluating
proposals for GNSS security in light of the distinctive properties of TRNS. TRNS of the type envisioned in this paper are
currently in their infancy, unburdened by considerations of backwards compatibility: security for TRNS is a clean slate.
This paper argues that waveform- or signal-level security measures are irrelevant for TRNS, preventing neither spoofing
nor unauthorized use of the service. Thus, only security measures which modify navigation message bits merit
consideration. This paper proposes orthogonal mechanisms for navigation message encryption (NME) and authentication
(NMA), constructed from standard cryptography primitives and specialized to TRNS: message encryption allows
providers to offer tiered access to navigation parameters on a bit-by-bit basis, and message authentication disperses the
bits of a message authentication code across all data packets, posing an additional challenge to spoofers. The
implementation of this proposal will render TRNS more secure and resilient than traditional civil GNSS.

Proceedings of the 33rd International Technical Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS+ 2020)
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Barometer Based GNSS Spoofing Detection

Dong-Kyeong Lee, Filip Nedelkov, Dennis Akos, Byungwoon Park

Peer Reviewed

Abstract:

Published
in:

In recent years, the number of smartphones with onboard Global Navigation Satellite System (GNSS) chipsets has been
increasing. Although the navigation engines inside these phones use information from the GNSS chipsets as well as
other sources of location such as network positioning, they are still vulnerable to GNSS spoofing. GNSS spoofing refers
to the temperance of GNSS receivers using artificial GNSS signals to provide misleading positions, velocities, or time
information. Failure to detect the presence of GNSS spoofing may result in the breach of integrity for systems using the
navigation information from the GNSS receivers. There are several potential methods to detect GNSS spoofing for
smartphones, including finding anomalies in the raw GNSS measurements and comparing the GNSS-based navigation
solutions to inertial sensors. In this study, we explore the potential of utilizing the barometers inside smartphones to
detect instances of GNSS spoofing. The advantages of using a barometer compared to other onboard GNSS-
independent sensors include its potential to provide altitudes relative to the mean sea level, and its ability to provide high
accuracy altitude rate data. In order to assess the capability of the barometers in GNSS spoofing detection, we assess
the noise performances of both the barometers and the GNSS chipsets onboard smartphones under dynamic scenarios,
and derive the thresholds for the discrepancy between the two sensors to establish acceptable levels of false detection.
The novelty of this study lies in the improvement of the probability of false detection through local pressure corrections,
carrier phase cycle slip mitigation, and filtering of both barometer and GNSS measurements using moving averaging and
Kalman Filtering. Also, in the absence of local pressure corrections, the expected discrepancy bounds between the
barometer, GNSS receiver, and fruth due to spatial and temporal pressure variations are established as well. After the
characterization of the thresholds, their performances are tested under real driving scenarios to simulate actual situations.
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A Tool for Furthering GNSS Security Research: The Oak Ridge Spoofing and
Interference Test Battery (OAKBAT)

Austin Albright, Sarah Powers, Jason Bonior, Frank Combs

Abstract:

Published
in:

A new global navigation satellite system (GNSS) dataset of digitized RF signals named the Oak Ridge Spoofing and
Interference Test Battery (OAKBAT) has been created. OAKBAT contains digitized spoofing signals that serve as both a
supporting “sibling,” and an advancement to the widely used Texas Spoofing Test Battery (TEXBAT) dataset [1]. OAKBAT
at its core was developed to 1) allow for 100% reproducibility of the data, 2) provide more detailed metadata and
contextual information about each dataset such as the precise moment the spoofing and/or interference signals begins,
positions used, constellations visible, etc., and 3) to provide datasets generated using the same key parameters as the
TEXBAT ds1 through ds6 datasets. Through these “sibling” datasets it will now be possible to determine if the behavior of
algorithms and designs developed utilizing these datasets are affected by possible intrinsic behavior and properties of the
equipment used in the generation and digitization of either of the two datasets. The end goal of OAKBAT is to be a new
resource for the community of researchers and developers working in the field of GNSS. This additional source of data
provides a GNSS “playground” on which to experiment, explore, and evaluate new ideas.
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A Feasibility Study and Risk Assessment of Security Code Estimation and
Replay (SCER) Attacks

Markel Arizabaleta, Elias Gkougkas and Thomas Pany

Abstract: The scope of the paper is to evaluate security code estimation and replay (SCER) attacks for GNSS signals. In the last
years, many authentication methods have been presented to verify at the receiver that the incoming signal comes from
the satellite. The authentication proposals can be divided in those that suggest the encryption of the navigation data,
those that suggest the encryption of the spreading code sequence, and those that suggest a combination of both
techniques. However, these techniques are still vulnerable against SCER attacks, which uses the estimation of the signal
components in order to know the encrypted code and if required, modify it before retransmitting the signal. The primary
goal of the investigation is to assess the feasibility of those attacks when applied on civil GNSS signals equipped with
authentication features on spreading code level. For this purpose, different estimation technigues are taking into account
and applied on different signal modulations received on different carrier to noise densities to illustrate the potential threat.
For demonstration purposes, a parabolic dish antenna with a diameter of 2.4 m, which provides an antenna gain of 30
dBi, is used to illustrate the threat in real conditions. Furthermore, antenna arrays are also evaluated as alternative to
using high-gain parabolic antennas. The scope of the current assessment is to define criteria and design drivers for future
authentication components for open service users that are robust and resistant against attacks based on estimation and
retransmission of partial or full encrypted spreading sequences.
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The Use of Bearing Measurements for Detecting GNSS Spoofing

Peter F. Swaszek, Richard J. Hartnett, and Kelly C. Seals

Abstract:

Published
in:

GNSS are well known to be accurate providers of position information across the globe. Because of high signal
availabilities, robust receivers, and well-populated constellations, operators typically believe that the location information
provided by their GNSS receiver is correct. More sophisticated users are concerned with the integrity of the derived
location information; for example, employ RAIM algorithms to address possible satellite failure modes. The most common
attacks on GNSS availability and integrity are known as jamming and spoofing. Jamming involves the transmission of
signals that interfere with GNSS reception so that the receiver is unable to provide a position or time solution. Various
methods to detect jamming, and possibly overcome it, have been considered in the literature. Spoofing is the
transmission of counterfeit GNSS signals so as to mislead a GNSS receiver into reporting an inaccurate position or time.
If undetected, spoofing might be much more dangerous than a jamming attack. A typical maritime concern is a spoofer
convincing a tanker traveling up a channel to a harbor that it is off track of the channel. A variety of approaches have
been proposed in the literature to recognize spoofing; many of these are based on the RF signal alone as, in some
sense, they are the simplest to implement. Of interest here are methods which compare GNSS information to
measurements available from other, non-GNSS sensors. Examined examples include IMUs, radars, and
ranges/pseudoranges from non-GNSS signals. In all cases the data from these others sensors is compared to the
position information from the GNSS receiver to assess its integrity. Triangulation of position from bearing measurements
is a well-known localization technigue, especially for the mariner. This paper considers the use of bearing information to
detect GNSS spoofing in a 2-D environment. A typical marine application is a ship entering a harbor and using an alidade
to sight landmarks; for mobile, autonomous vehicles the sensor might be a camera taking a bearing to a nearby vehicle or
to a signpost. This paper presents a mathematical formulation of the problem and the sensor data, develops a statistical
model of the measurements relative to the GNSS position output, constructs a generalized likelihood ratio test detection
algorithm based on the Neyman-Pearson performance criterion (maximizing probability of detection while bounding the
probability of false alarm), and examines performance of the test, both through analysis and experimentation. A
comparison to using both range and bearing is included to show the utility and limitations of bearing data to spoof
detection.
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Resilient Timekeeping for Critical Infrastructure

John Fischer

Abstract: GNSS provides excellent time accuracy for synchronizing many commercial applications — datacenters, communication
networks, power and process control operations, and more. However, when these applications are part of critical
infrastructures, which many are, then the susceptibilities of GNSS to jamming and spoofing can undermine the operation.
Resiliency is needed. This presentation will describe several ways that GNSS timing systems can be made more resilient
for critical infrastructure. Specifically: 1. Interference Detection and Mitigation (IDM) techniques — analyzing the received
GNSS signal can offer great insight into whether the signal is legitimate or not. The Dept. of Homeland Security has
issued guidelines for protective measures for GPS receivers used in critical infrastructure, but additional methods are
possible when all the GNSS constellations are considered. Also, advanced filtering techniques can eliminate some of the
popular low-cost jamming signals in use today. 2. Anti-jam antennas — the best way to combat jamming and spoofing is
not to allow the bad energy into the receiver in the first place. Directional, tracking and null steering antennas are
available to block several types of jammers and spoofers but can become more costly as you add more protection. A
cost-performance comparison will be shown along with real-world test results. 3. Augmentation with alternative signals
such as Satellite Time and Location (STL) from Low Earth Orbit (LEO) constellations — though less accurate than GNSS,
these much stronger signals provide a high level of interference and jamming protection. Moreover, the strong encryption
protection is impervious to spoofing. These signals can be used in conjunction with GNSS to authenticate location (i.e.,
guarantee GNSS is not getting spoofed), as well as alone during periods of GNSS spoofing or denial. STL signals are
available worldwide today. 4. Next Generation Receivers — multi-frequency, multi-constellation receivers are becoming
more affordable for widespread commercial use. Some are beginning to offer machine learning technigues and advanced
signal processing to further eliminate noise, multipath and interference. In addition, new services such as Open Service
Navigation Message Authentication (OS-NMA) within Galileo will be operational in 2021. This will enhance protection
against spoofing for any critical application. The state of the industry will be presented in this paper as it exists today and
projected out into the next few years.
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An Anti-jamming and Anti-spoofing Digital Beamforming Platform for the
GNSS-based ERTMS Train Control System

Alessandro Neri, Cosimo Stallo, Andrea Coluccia, Veronica Palma, Pietro Salvatori, Alessia Vennarini, Oscar Pozzobon, Giovanni
Gamba, Samuele Fantinato, Mirko Barbuto, Alessio Monti, Filiberto Bilotti, Alessandro Toscano, Francesco Rispoli, Massimiliano Ciaffi

Abstract:

Published
in:

The evolution plan of the European Railways Train Management System (ERTMS) includes the GNSS localization as
one of the Game Changer technologies to improve the competitiveness of the ERTMS. GNSS will allow the
implementation of cost-effective solutions to reduce the maintenance and operational cost without reducing the safety
levels required by railway operations. The inherent low power of satellite navigation signals exposes GNSS-based
solution to Radio Frequency threats, namely intentional or unintentional interference, that can lead to performance
degradation or denial of service, and to spoofing/meaconing attacks, that can lead to receiver deception and hence to
misleading PVT (Position, Velocity and Time) estimation. The aim of this paper is to present an architecture for detection
and mitigation of radio-frequency hazards in a rail operational environment. The investigated solution is based on a
Digital Beamforming Platform (DBP) coupled with advanced GNSS signal processing technigues for high rejection of
GNSS interfering and counterfeit signals. This approach fully exploits the characteristics of the railway context, to support
the evolution of the Location Determination System (LDS) based on GNSS in ERTMS Train Control System (TCS). This
paper presents the DBP architectural design, focusing on the most meaningful and innovative solution foreseen for the
prototype implementation. Each subsystem of the DBP is described in details, and a preliminary assessment of the
performances is provided, by means of simulative and analytic tools.
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Real-time Pre-correlation Anti-jamming System for Civilian GNSS Receivers

Jorge Querol and Adriano Camps

Abstract:

Published
in:

Global Navigation Satellite Systems (GNSS3) have become a key technology that enables numerous location and
navigation applications, thanks to the 24/7 worldwide availability of their signals, and the positioning accuracy that can be
reached with them. However, GNSS have also some weaknesses, and the most relevant is that their signals reach the
Earth's surface with very low power. This makes them quite vulnerable to the effect of Radio-Frequency Interference
(RFI), and particularly to intentional jamming, which degrades, or even disrupts, the performance of the receivers. This
problem is particularly threatening for those critical GNSS-enabled applications that trust on the integrity and continuity of
GMSS signals, whose reliability may be committed. Such liability/security-critical civilian applications include autonomous
aerial/terrestrial navigation, automatic rail signaling, geo-localized toll/insurance payments, or network synchronization
among others. Moreover, RFI| is also troublesome for derived GNSS applications such as GNSS-Reflectometry (GNSS-R)
where GNSS signals are used as signals of opportunity in a multi-static radar configuration for Earth observation
purposes. A number of mitigation sclutions have been proposed to increase the continuity of GNSS signals in the
presence of jamming signals. Regarding the structure of a GNSS system, the mitigation process can be performed at
different stages: antenna, front-end, pre-correlation, post-correlation, or measurement. Common antenna solutions can
provide spatiotemporal selectivity, which can reach interference rejection ration higher than 40 dB, but this is only
achieved in static scenarios. On the contrary, pre-correlation techniques work at signal level, between antenna and GNSS
correlators, providing interference selectivity in time, frequency, statistical, or other sub-space signal domains, which can
mitigate jamming signals regardless the scenario dynamics. Moreover, pre-correlation technigues usually have a high
computational burden in order to achieve high performance with interference rejection ratios higher than 30 dB. However,
last generation Field Programmable Gate Arrays (FPGA) can overcome this drawback, and they even enable real-time
pre-correlation anti-lamming solutions. The Front-End GNSS Interference eXcisor (FENIX) is a GNSS anti-jamming
technology based on the patented combination of statistical interference detection, and a multiresolution time-frequency
blanking algorithm for jamming mitigation in DSSS5-based multi-constellation GNSS receivers [1]. The main goal of FENIX
is to increase the C/NO in the presence of interference signals, thus improving the continuity of GNSS services. Moreover,
the mitigation algorithm has been designed to be D5SS-based multi-constellation, frequency independent (i.e. it works at
L1and L2, L5...), and it is capable of mitigating almaost all kinds of jamming signals. A general description of the major
building blocks of FENIX was first presented in [2]. This work aims at showing the implementation and first results of a
real-time L1/L2 GPS/Galileo lite version of FENIX (FENIX-lite) tested using commercial jammers and GNSS receivers.
The FENIX-lite demonstrator has been implemented using a two Software Defined Radio (SDR) model USRP B200mini,
the first covers the GPS L1 C/A and Galileo E1 OS5 services, whereas the second does the same with the GPS L2C
signal. The SDR front-ends are tuned to the L1 and L2 bands, and the FENIX interference detection and mitigation
algorithm is running in real-time in both FPGA. The FENIX algorithm detects the interference signal using a statistical
domain analysis based on normality tests, while the samples containing most part of interference power signal are
excised in the time-frequency space computed using the Multiresolution Fourier Transform (MFT). The use of the MFT
allows to mitigate almost of kinds of jamming signals since it maximized the projection of the interference signal in the
transformed domain as demonstrated in [3]. In order to evaluate the improvement in the continuity of the GNSS signals,
the degradation of the SNR with and without the FENIX-lite is compared using jammers at different bands and
commercial GNSS receivers. [1] J. Querol, and A. Camps, "System and method for detecting and eliminating radio
frequency interferences in real time,” U.S. Patent Application 15 222 0386, issued date July 28, 2016. [2] J. Querol, E. M.
Julian, R. Onrubia, A. Alonso-Arroyo, D. Pascual and A. Camps, “Preliminary results of FENIX: Front-End GNSS
Interference eXcisor,” 2016 |IEEE International Geoscience and Remote Sensing Symposium (IGARSS), Beijing, 2016,
pp. 5627-5630. [3] J. Querol; R. Onrubia; A. Alonso-Arroyo; D. Pascual; H. Park; A. Camps, “Performance Assessment of
Time-Frequency RFI Mitigation Techniques in Microwave Radiometry,” in IEEE Journal of Selected Topics in Applied
Earth Observations and Remote Sensing, in press.
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A Two-Step Beam-Forming Method Based on Carrier Phases for GNSS
Adaptive Array Anti-Jamming

Hailong Xu, Xiaowei Cui, Jiannan Shen, Mingquan Lu

Abstract:

Published
in:

Adaptive arrays have been widely used for interference mitigation in Global Navigation Satellite System (GNSS)
receivers. Unlike adaptive nulling, adaptive beam-forming generates a dedicated beam in the antenna pattern towards
each individual satellite and form nulls in the interference directions at the same time. Thus, the satellite signals are
enhanced while interferences are mitigated, resulting in improved signal-to-interference-plus-noise ratio (SINR). In
previous literature mainly two categories of beam-forming mechanisms are recommended, namely the array synthesis
method and the so-called “blind” beam-forming method. The array synthesis method calculates the steering vector
directly, but needs a cumbersome correction procedure dealing with the non-ideal factors of the antenna array and radio
frequency (RF) channels. The blind beam-forming method generates the steering vector on-the-fly using carrier phases
collected by auxiliary tracking channels, thus avoids the correction procedure, but has a limited performance against
interferences. As an alternative, we proposed a different beam-forming method, which can be regarded as a combination
of the two above. This method consists of two steps. In the calibration step, a carrier phase look up table (LUT) is
obtained using the live-sky signals. In the beam-forming step, the steering vector is generated by looking up the LUT. This
method doesn’t need a cumbersome non-ideal factor correction procedure, and has a good anti-interference
performance, thus can be a third option for beam-forming. In order to implement and validate this method, a software-
defined approach is used. Two real-time software receivers, one for the calibration step and one for the beam-forming
step are designed and implemented. In order to meet the real-time requirement, a graphics processing unit (GFU) is used
as an accelerator. A batched programming technique is used to fully take advantage of the parallelism offered by the
GPU. Software design and programming details are introduced. Experiments are conducted in real environment and
results are given. It concludes that this method has a good beam-forming performance in improving C/NO and getting
more precise positioning results.
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This paper analyzes the signals of different commercial-off-the-shelf (COTS) privacy protection devices (FPDs), and
compares several mitigation algorithms applied to these jamming signals. A review of the mitigation algorithms is
presented, including the theoretical requirements. This paper allows an end-to-end comparison of the algorithms in terms
of the final performance versus the implementation requirements. The properties of the interference signal, specifically
the dynamics of the signal, greatly affects the mitigation capability. For high interference-to-noise ratio (INR), the filter-
bank pulse blanking (FBPB) had the best performance followed by the Dual-frequency-domain adaptive filtering (FDAF).

It was also shown that the modulation of the satellite signal selection has a significant influence on the performance.
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