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Android Device Test

| turned on the spoofer when the position was locked
continuously for 2 minutes.

 The observation time was around 40 minutes. All satellite
constellations were tracked for the whole time.
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Android Device Test — Pixel 7a
AGC Values

AGC Values - Pixel 7A

917 1417 1917 2417 2917
1.71E9+ UTC Time (seconds)

No apparent abrupt change in values when the spoofer was turned on.
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Android Device Test — Pixel 7a

SNR (dBHz)

—> SNR Values of visible GPS Satellites

J B o= 3 g664728710 120 7923085200 527804 Observing SNR values, there is no time where all
: k | | | values from each satellite become almost the

: VA M same. Positioning results also indicate results of
\/\// smartphone position within +/- 5 meters.

2 s (m) ' AVE=-0.0000f STD=1.1610m RMS=11608r |

Hence, Pixel 7a was not spoofed.

mm\m AVE=0.0000m STD=3.2181m RM5=3.2174m

06:00 06:05 06:10 06:15 06:20 06:25 06:20 06:3!
2023/11/28 05:55:37-11/28 06:35:02 GPST : N=2366 B=0.0km Q= 5:2366(100.0%) 2023/11/28 06:04:57 GPST
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Android Device Test — Pixel 7a

Position Results

ORI= 35.666472071°N 139.792368920°E 52.7684m
AVE=E: 0.0000m N:-0.0000m U: 0.0000m

STD=E: 1.9696m N: 1.1610m U: 3.2181m

RMS=E: 1.9692m N: 1.1608m U: 3.2174m 2D: 4.5717m

' Android
Position

&

~ Spoofed
Position

Ground Track i

[1]2023/11/28 05:55:37-11/28 06:35:02 GPST : N=2366 B=0.0km Q= 5:2366(100.0%) | 35.66649272°N 139.79232504°E +




Android Device Test — Xiaomi 11T Pro
AGC Values

AGC Values - Xiaomi 11T Pro

2921 1.71E9+

AGC (dB)

-12

UTC Time (seconds)

This abrupt change in AGC corresponds to a certain behavior of SNR
values of GPS satellites as will be shown in the next figure.
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Android Device Test — Xiaomi 11T Pro

0
SNR (dBHZ)

————_ — SNR Values of visible GPS Satellites

2000 i 3;‘ : =0 000m STD=627.5330m RMS =627 08aam Around 061621 (G PST)’ SNR Values have
become almost the same for all satellites until the
N end of observation.
D. i — it N
200 s (m) AVE=-0.0000m STD=399.2039m RMS=398.1121m ] o
o — = e In this part, computed positions are correct.
i
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[1]2023/11/28 05:55:35-11/28 06:35:02 GPST : N=2128 B=0.0km Q= 5:2128(100.0%) .
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Android Device Test — Xiaomi 11T Pro

SNR (dBHZ)
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it N Iy
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T:}_/f

AVEi;D.DDDDm STD=113.3436m RM5=113.3170m

il
06:00 06:05 06:10 06:15 06:20 06:25 06:30 06:3!
[1]2023/11/28 05:55:35-11/28 06:35:02 GPST : N=2128 B=0.0km Q= 5:2128(100.0%) +
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»
»

SNR Values of visible GPS Satellites

Around 06:16:21 (GPST), SNR values have
become almost the same for all satellites until the
end of observation.

This part shows that the computed position deviate
largely from previous epochs.
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Android Device Test — Xiaomi 11T Pro
AGC and C/NO Values from Raw

C/NO (dBHz) and AGC (dB) - Xiaomi 11T Pro

40 A ' w : Hw‘ ! | |
' ™ m mﬂuﬂ'“ [l ull ."IWH -
Ny | lm M 1L ’ “k'!'ml‘l&mi'l . :
' wl a
Correct 20 ,‘ ‘ Cor_nputed
computed > p_osmon
position 10 diverged.
1.301&12 1WW+H 1.701E+12

——PRN3 ——PRN12 PRN 25 PRM 28 ——PRN29 ——PRN31 ——PRN32 ——agc
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Android Device Test - Xiaomi 11T Pro

Position Results

ORI= 35. 665125296”N 138.,795051935°E 147.9259m
WE=E:-0.0000m M:-0.0000m U: 0.0000m

STD=| E 627.2322m N:399.2059m U:113.3436m
RM5=E:627.0848m N:399.1121m U:113.3170m 2D:1486.6416m

- e
<
e -
100 m s,

[1]2023/11/28 05:55:35-11/28 06:35:02 GPST : N=2128 B=0.0km Q= 5:2128(100.0%) +




Android Device Test - Xiaomi 11T Pro

Position Results
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Experiment Setup — uBlox M8T
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Android Device Test

* | turned on the spoofer after 1 minute.

 QObservation time was around 20 minutes.
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uBlox M8T Test
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uBlox M8T Test

SNR Values

TUMSAT GNSS Laboratory
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uBlox M8T Test
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uBlox M8T Test
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uBlox M8T Test
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uBlox M8T Test
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uBlox M8T Test
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uBlox M8T Test

Position Results

VLU L LI

-7
ORI= 35.666341878°N 139.792211096°E 59.8162m )
AVE=E: 9.8624m N:13.1057/m U:-30.4893m

STD=E: 7.9239m N: 8.1335m U:19.8382m
RM5=E:12.6493m N:15.4228m U:36.3710m 2D:39.8933m 3

uBlox position

.-.....H.-...-.-c**s"‘ﬂl\
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|

O TOPCON Antenna
Position

||:1]2023f1 1/28 07:50:12-11/28 08:11:44 GPST : N=1294 B=0.0km Q= 5:1294(100.0%)
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Experiment Setup — PocketSDR % %
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PocketSDR Test

Tracking Results

« 180 s data.

| skipped first 40 s because of gap in data. Continuous
tracking can’t be done with this gaps.

e 9O satellites were tracked: G04, G09, G16, G18, G26, G27,
G28, G29, and G31
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PocketSDR Test

Discrete-Time Scatter Plot
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In-phase (IP) and Quad-phase (QP) component of the received signal

20 40 60 80 100 120 140

Time (s)

Correlation results

7

—— L QG
—e— L+ L
VI Qi

- ‘-. oy T |

120 140

5000 IY R TN R A P NN A N TR R Ay, ~T ARy
4000
3000 ORE B At i e e il s D Sk
2000
PPN N ¥
1000
g = _ul | | | 1 |
20 40 60 80 100
Time (s)
Code Error Frequency Error
04
o 02
2
= 0
E
<

20 40 60 80 100 120 140 20 40 60 80
Time (s) Time (s)

100 120 140




PocketSDR Test

PRN 29

In-phase (IP} and Quad-phase (QP} component of the received signal

Discrete-Time Scatter Plot
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PocketSDR Test

PRN 09

In-phase (IP} and Quad-phase (QP} component of the received signal

Discrete-Time Scatter Plot
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PocketSDR Test

PRN 04

Discrete-Time Scatter Plot In-phase (IP} and Quad-phase (QP) component of the received signal
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PocketSDR Test

PRN 16

Discrete-&, A =] & & 1} In-phase [IP} and Quad-phase (QP) component of the received signal
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PocketSDR Test

Discrete-Time Scatter Plot
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PRN 26

In-phase (IP} and Quad-phase (QP) component of the received signal
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PocketSDR Test
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In-phase (IP) and Quad-phase (QP} component of the received signal
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PocketSDR Test

PRN 28

In-phase (IP} and Quad-phase (QP) component of the received signal
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Discrete-Time Scatter Plot
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PocketSDR Test

Carrier-to-Noise density ratio {CINDI for the tracked gpsl1 satellites
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PocketSDR Test

Position Results

ORI= 35.666341878°N 139.792211096°E 59.8162m
AVE=E:-120626.6702m N:-83538.1855m U:401030.9067m
STD=E:457.943Ym N:205.5300m U:66.1139m

RMS5=E:120627.5305m N:83538.4358m U:401030.9121m 2D:293459.8532m

ORI= 35.666341878°N 139.792211096°E 59.8162m
AVE=E:-120626.6702m N:-83538.1855m U:401030.9067m
STD=E:457.9437m N:205.5300m U:66.1139m

RMS=E:120627.5305m M:83538.4358m U:401030.9121m 2D:293459.8532m

O TOPCON Antenna
Position

oo Computed position
[1]2023/11/28 08:21:12-11/28 08:22:48 GPST : N=97 B=0.0km Q= 5:97(100.0%) 34.91140890°N 138.46248692°E + US|ng I F da’[a

50 km

[1]2023/11/28 08:21:12-11/28 08:22:48 GPST : N=97 B=0.0km Q= 5:97(100.0%) +




PocketSDR Test

Position Results

ORI= 35.666341878°N 139.792211096°E 59.8162m
AVE=E:-120626.6702m N:-83538.1855m U:401030.9067m
STD=E:457.9437m N:205.5300m U:66.1139m

RMS=E:120627.5305m M:83538.4358m U:401030.9121m 2D:293459.8532m

[1]2023/11/28 08:21:12-11/28 08:22:48 GPST : N=97 B=0.0km Q= 5:97(100.0%) 34.91140890°N 138.46248692°E

+

7




Summary

* Pixel 7a remained unspoofed.

« Xiaomi 11T Pro, uBlox M8T, PocketSDR computed
positions deviate largely when the spoofer was turned
on. For the case of Xiaomi 11T Pro, satellites from other
constellations are still track. For uBlox M8T, it took time
before the receiver tracks most spoofed signals.
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